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Abstract 
 
Managing border areas shows how serious a country is in 
maintaining and regulating its territorial boundaries. One 
sign is the existence of a clear and comprehensive rule of law 
as a guideline for such management. This research analyzes 
Indonesia's land border management policy by comparing it 
to global best practices to formulate a more effective and 
sustainable strategy. A qualitative approach was taken to 
examine border management policies in various countries 
as lessons for Indonesia, by analyzing legal, social, and 
economic aspects through literature studies. Indonesia's 
border management shows strengths in law, security and 
diplomacy, but still faces challenges such as a lack of 
technological infrastructure. Countries like Poland have 
successfully tackled the hard-to-reach border in the 
Białowiez a Forest by implementing AI-based smart fences. 
Indonesia can replicate this approach through digital 
transformation and the development of technology-based 
surveillance systems. In addition, improvements in 
strengthening the legal framework, providing incentives for 
cross-border economic development, increasing diplomatic 
engagement, and optimizing security surveillance must also 
be carried out simultaneously as an integrative effort in 
managing Indonesia's borders. 

2549-9459/Published by Indonesia Defense University This is an open-access article under the 
CC BY-NC license (https://creativecommons.org/licenses/by-nc/4.0/)

 

INTRODUCTION 

State borders play an important role as a sign of a country's territory to avoid unclear 

policies and regulations, especially if an event occurs in the area. State borders can take 

many forms, such as gates, monuments, rivers, seas, or fences. Indonesia has international 

land borders with three neighbouring countries, Malaysia, Papua New Guinea, and Timor 
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Leste. Meanwhile, Indonesia's waters border ten countries, namely India, Singapore, 

Malaysia, Thailand, Vietnam, the Philippines, Palau, Australia, Timor Leste, and Papua 

New Guinea (Sari & Rahman, 2019). Development is a necessity that must be carried out by 

every nation-state that yearns to realize the dream of overall public welfare. Therefore, 

the concentration of the implementation of national development programs is not only in 

urban areas, but must also be oriented towards creating new centers of economic growth, 

such as border areas. The border area in its development acts as the front porch of the 

Indonesia, which is a self-mirror and a benchmark for national development (Fachri, 

2015; Sudiar, 2015). 

Its strategic position makes the development of border areas one of the priorities of 

national development. Indonesia as an archipelago and has a long border line that is open 

from everywhere, has potential vulnerabilities due to the difficulty of monitoring border 

areas and outer islands, especially those bordering neighbouring countries both land, sea, 

and air. Indonesia and Timor Leste have agreed to establish economic cooperation at the 

border through cross-border trade facilitated by the Asian Development Bank in 2019 

(Rokhanyah, Noor, Harahap, Wijaya, & Amalia, 2023). Support of USD 950,000 to support 

Indonesia-Timor Leste border cooperation, encouraging trade and tourism between the 

two countries (Davis, 2019). The construction of Cross Border Posts (PLBN) such as the 

Motamasin PLBN in East Nusa Tenggara opens up markets that support the economies of 

surrounding communities by allowing legitimate trade activities between Indonesia and 

neighbouring countries (Rokhanyah et al., 2023). Then because Indonesia borders 

Malaysia, Malaysia-Indonesia relations are established bilaterally and through ASEAN, 

especially through economic cooperation in the ASEAN Free Trade Area (AFTA) which 

encourages the economic development of both countries (Putra, 2015). Also for example, 

countries receiving security assistance, such as Lebanon, can improve their ability to 

manage borders, potentially strengthening relations with donor countries and regional 

partners (Tholens, 2017). 

Border regions often suffer from limited infrastructure, leading to significant economic 

disparities compared to more centralized areas. This underdevelopment can be seen in 

various aspects, such as the lack of basic infrastructure, low community welfare, and 

limited access to quality education and health services. Geographical factors dominated 

by hills mean that these areas can only be reached by pioneering aircraft or special boats 

capable of crossing swift-flowing rivers (Sudiar, 2015). From a development perspective, 

border communities tend to be marginalized and less empowered to deal with potential 

threats (Budi & Ratmono, 2018). In addition, ongoing border disputes with neighbouring 

countries further complicate governance and resource allocation in the region. Also 

border regions often experience heightened security risks due to geopolitical tensions and 

military conflicts, as seen in Jammu and Kashmir, India (Khan & Shameem, 2024). To 

address these challenges, special autonomy is proposed with the aim of implementing 

development policies that are more specific to the needs of border communities 

(Permatasari, 2014). However, some argue that an emphasis on border security and 

control can actually enhance cooperation between the state and communities and 

strengthen community resilience to external threats (Missbach, 2014). 
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This research focuses on analyzing policies for managing and strengthening 

Indonesia's land borders by adopting various global perspectives, compare Indonesia's 

border policies with best practices from various countries to identify strategies that can 

be implemented. Based on the analysis, this research will develop policy 

recommendations that can improve border management more effectively, sustainably, and 

competitively in a global context. This study specifically uses a literature review approach 

by reviewing various regulations, research reports, scientific journals, and case studies 

from countries that have experience in managing land borders. 

 

METHODS 

 
Figure 1. Indonesia's terrestrial borders with neighbouring countries 

 

The study area covers all of Indonesia's terrestrial borders with neighbouring countries 

(Figure 1). West Kalimantan, East Kalimantan, and North Kalimantan provinces border 

Sarawak and Sabah, Malaysia. Near North Kalimantan, precisely on Sebatik Island (inset 

a), Indonesia also borders Malaysia. In the south (inset b), East Nusa Tenggara Province 

borders Timor Leste. In eastern Indonesia, Papua Province borders Papua New Guinea. 

This study uses a descriptive qualitative approach with the aim of obtaining an in-depth 

overview of Indonesia's land border security from a global perspective without resorting 

to statistical generalization. This approach was chosen because it comprehensively 

explains the context, meaning, and dynamics of the policies focused on in this study. 

Furthermore, this study is limited to the scope of policy research, so the analysis focuses 
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solely on policy aspects, including formulation, implementation, and evaluation, without 

extensive social theory review or experimental testing. 

A qualitative approach was undertaken to review how border management policies in 

various countries around the world can serve as examples for Indonesia's border 

management. The identification of border management in the legal, social, and economic 

dimensions was conducted through existing literature. The results obtained were 

compared to identify the existing challenges and how countries around the world address 

them in the context of border management, and to investigate how they relate to the 

conditions in Indonesia. 

The literature that serves as the source includes legal frameworks such as national 

security policies and border management laws, both from Indonesia and other countries. 

Official reports from agencies related to border management, both from Indonesia (e.g. 

BNPP and Ministry of Foreign Affairs) and international agencies (e.g. UN and ASEAN). In 

addition, peer-reviewed journal articles are also used to understand how countries 

around the world manage their borders to be used as case studies. 

The criteria for the border management case study were selected using three main 

criteria. First, countries that have areas with multi-layered border management due to 

socio-economic or political divisions. Second, border areas with disputes among several 

parties, whether ongoing or resolved. Third, countries that have implemented effective 

management concepts to address these issues. The three criteria were chosen so that the 

existing case studies were relevant to the Indonesian context. 

 

RESULT 

Indonesia's Land Border Management Policy 

Indonesia implements various policies in land border management to maintain 

national sovereignty and security. Based on data from the National Border Management 

Agency (BNPP), there are 187 sub-districts in 54 districts or cities that directly border 

other countries, with special regulations covering immigration, trade and defense aspects 

(Kennedy, 2021). Immigration is tasked with overseeing the crossing of people at the 10 

main Cross Border Posts (PLBN), while Customs oversees the entry and exit of goods to 

prevent smuggling. The Indonesian National Armed Forces and Indonesian National 

Police deploy more than 2,500 border personnel to maintain security, especially in 

conflict-prone areas such as the Indonesia-Malaysia border in Kalimantan and Indonesia-

Papua New Guinea (Uly, Harsono, Supriyatno, & Gultom, 2023). Indonesia has 

implemented various policies and regulations to strengthen border area governance. 

These policies include cross-border surveillance, infrastructure development, improving 

the welfare of border communities, and inter-agency coordination. The following Table 1 

summarizes various important regulations issued from 1985 to 2020, which serve as a 

legal basis for the management of Indonesia's land borders. 

 

Table 1. Regulations issued between 1985 and 2020 that serve as the legal basis for Indonesia's 

land border management 

No Regulation   Content  Description 
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1 Law No. 43 Year 2008 

on State Territory 

Regulate the boundaries of 

Indonesia's land, sea and airspace 

Legal basis of 

territorial sovereignty 

2 Law No. 26 Year 2007 

on Spatial Planning 

Regional spatial planning including 

border areas 

Supporting 

development and 

defense 

3 Law No. 6 of 2014 on 

Villages 

Management of villages in border 

areas, especially those that are 

underdeveloped and outermost 

Focus on empowering 

border villages 

4 Presidential Regulation 

No. 179 Year 2014 on 

National Border 

Management Agency 

Organizing the duties and functions 

of the National Border Management 

Agency 

Cross-sector 

coordination of border 

areas 

5 Government Regulation 

No. 62 Year 2010 on 

Small Outer Islands 

Management and protection of small 

outer islands 

Maintain the territorial 

integrity of the 

Republic of Indonesia 

6 Presidential Regulation 

No. 18 of 2020 on 

Medium-Term National 

Development Plan 

2020-2024 

Development of border areas as a 

national priority 

Related to 

infrastructure and 

basic services 

7 Law No. 32 Year 2014 

on Maritime Affairs 

Management of marine areas, 

security, and marine resources 

Regulate the EEZ, 

continental shelf, etc 

8 Law No. 17 Year 1985 

on UNCLOS 1982 

Ratify the UN Convention on the Law 

of the Sea 

Basis for Indonesia's 

international maritime 

claims 

9 Presidential Decree No. 

6 Year 2017 on the Map 

of the Republic of 

Indonesia 

Establishment of an official map of 

the Indonesian territory 

Reference in regional 

governance 

10 Presidential Decree No. 

118 Year 2022 on 

Master Plan for 

Management of State 

Boundaries and Border 

Areas 2020-2024 

Acceleration of economic 

development in border areas. 

Establishes policies, 

programs, and 

institutional 

coordination to boost 

economic growth and 

welfare in these three 

strategic border 

regions. 

11 Presidential Decree No. 

8 Year 2021 on General 

National Defense Policy 

2020-2024 

General Policy on National Defense 

for 2020-2024. 

Sets out Indonesia’s 

defense priorities, 

goals, and strategies 

for the 2020-2024 

period to address 

current and future 

threats. 

12 Minister of Defense 

Regulation No. 13 Year 

Guidelines for the preparation of 

defense policy. 

Regulates procedures, 

components, and 
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2014 on Border Area 

Security Policy 

responsibilities in 

formulating 

Indonesia’s defense 

policies to ensure 

national security and 

strategic alignment. 

 

Table 1. contains some examples of rules and regulations governing the management 

of Indonesia's borders. Indonesia has established a comprehensive legal and regulatory 

framework to effectively manage its border areas. Some of the key regulations include Law 

No. 43/2008 on State Territory that regulates Indonesia's land, sea and air borders, and 

Law No. 26/2007 on Spatial Planning that ensures border areas are included in the 

national development strategy. The management of border villages is supported by Law 

No. 6/2014, while Presidential Regulation No. 179/2014 regulates the coordinative role 

of the National Border Management Agency (BNPP). The integrity of the outermost 

regions is affirmed through Government Regulation No. 62/2010 on the Outermost Small 

Islands, and the strategic development of border areas is directed by Presidential 

Regulation No. 18/2020 on the RPJMN 2020-2024. In the maritime context, Law No. 32 of 

2014 on Maritime Affairs and Law No. 17 of 1985 ratifying UNCLOS 1982 affirm 

Indonesia's sovereignty and rights over its maritime territory. Presidential Decree No. 

6/2017 establishes an official map of the territory of the Republic of Indonesia that serves 

as a reference in governance and planning.  

Presidential Regulation No. 118 of 2022 regulates the acceleration of economic 

development in the border areas of Aruk, Motaain, and Skouw. This regulation establishes 

policies, programs, and coordination across ministries/agencies and regional 

governments to encourage infrastructure development, improve basic services, empower 

the community economy, and strengthen institutions in these three border areas. The goal 

is to improve the welfare of border communities while strengthening national defense and 

security in these strategic areas. 

Presidential Regulation No. 8 of 2021 is the General Policy for National Defense for 

2020-2024, which establishes the vision, mission, goals, objectives, policy direction, and 

strategies for the development and use of national defense forces for five years. This 

regulation serves as a national guideline for all stakeholders in the defense sector to 

ensure the sovereignty and territorial integrity of the Republic of Indonesia (NKRI) are 

maintained from various forms of threats, both military and non-military. 

Ministerial Regulation No. 13 of 2014 regulates guidelines for the formulation of 

national defense policies. This Ministerial Regulation explains the procedures for 

planning, policy document development, implementation, and control of defense policies. 

It also regulates the determination of strategic components and systematic steps in 

formulating national defense policies, so that the resulting policies are focused, integrated, 

and in accordance with applicable laws and regulations. All of these policies support a 

holistic approach to border management, sovereignty and sustainable development. 
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In order to maintain the sovereignty and stability of its border areas, Indonesia does 

not only rely on domestic policies, but also establishes various forms of cooperation with 

other countries. This cooperation includes bilateral and multilateral agreements that aim 

to resolve border issues, strengthen security, and encourage development in border areas. 

Table 2. below summarizes Indonesia's main regulations and collaborations related to 

border management and foreign relations. 

 

Table 2. Indonesia's border regulations and cooperation with foreign countries 

No Regulation and 

Collaborations 

Content Description 

1 Law No. 37 Year 1999 

on Foreign Relations 

Sets out Indonesia's principles and 

policies in establishing foreign 

relations 

Basis for bilateral and 

multilateral 

cooperation, 

including border 

issues 

2 Law No. 24 Year 2000 

on International 

Agreements 

Procedures and requirements for 

making international agreements, 

including state border agreements 

Organize the 

ratification and 

implementation of 

foreign treaties 

3 Presidential Regulation 

No. 34 Year 2010 on 

Border Management 

Cooperation Forum 

Encourage bilateral cooperation in 

border areas, such as with Malaysia, 

PNG, and Timor Leste 

Facilitate border 

diplomacy and 

development 

4 Joint Border 

Committees (JBC) 

Bilateral forums between Indonesia 

and neighboring countries to resolve 

boundaries 

Routinely conducted 

with Malaysia, Timor 

Leste, and Papua New 

Guinea 

5 Trilateral Cooperation 

Indonesia–Malaysia–

Philippines 

Maritime security cooperation in 

border areas, especially in the Sulu 

and Sulawesi Seas 

Focus on preventing 

terrorism, smuggling 

and cross-border 

crime 

6 Indonesia-Timor Leste 

Border MoU (2005, 

2013, etc.) 

Land border agreements, joint 

patrols, and cross-border 

infrastructure development 

There are still 

boundary segments 

that have not been 

agreed upon 

7 Collaboration in 

Border Trade 

Agreement (BTA) 

Cross-border trade agreements, such 

as in Entikong (Indonesia-Malaysia) 

Improving the 

economy and welfare 

of border residents 

8 UNCLOS 1982 (ratified 

by Law No. 17 of 1985) 

Form the basis for international 

cooperation on maritime boundaries, 

EEZs and continental shelves 

Primary reference in 

maritime boundary 

negotiations with 

other countries 

Table 2. presents various regulations and forms of international cooperation carried 

out by Indonesia in the context of border area management. Regulations such as Law No. 

37 of 1999 on Foreign Relations and Law No. 24 of 2000 on International Agreements 
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provide a legal basis for building bilateral and multilateral relations, including in the 

context of resolving border issues. In addition, there is concrete cooperation such as Joint 

Border Committees with Malaysia, Timor Leste, and Papua New Guinea (Armita Arvanti, 

Bayu Setiawan, Syamsunasir, & Pujo Widodo, 2023; Mangku, 2020). The Indonesia-

Malaysia-Philippines trilateral cooperation is focused on securing border maritime areas, 

particularly in the Sulu Sea and Sulawesi Sea. This collaboration aims to prevent 

transnational threats such as terrorism, smuggling and other maritime crimes through 

joint patrols and security coordination (Febrica, 2014; van Zundert, 2022). Collaboration 

in a Border Trade Agreement (BTA) is a form of cross-border trade agreement, such as the 

one implemented in Entikong between Indonesia and Malaysia. The main objective of this 

cooperation is to improve the economy and welfare of people living in border areas 

through more open and regular trade access (Niode, Rachman, & Waworundeng, 2022; 

Sarjono & Rudiatin, 2022). Through this cooperation, Indonesia seeks to strengthen 

border diplomacy, improve regional security, and support the welfare of border 

communities. 

 

Institutional Role 

In the context of border area management, Indonesia involves various institutions and 

elements of society that have strategic and complementary roles. Border management is 

not only about security aspects, but also includes monitoring the flow of goods and people, 

law enforcement, and socio-economic development of border communities. Therefore, 

institutions such as the National Border Management Agency (BNPP), Immigration, 

Customs, Indonesian National Armed Forces (TNI), Indonesian National Police (Polri), and 

together with local governments and local communities, work together in an integrated 

manner to maintain state sovereignty and promote prosperity in border areas.  

Indonesia have a main cross-sector coordinator in the management of border areas, 

including the physical, social and economic development of border communities, namely 

BNPP. They manage both state borders, including state border crossings, as well as border 

areas (Seran, 2022). Based on the mandate of Law of the Republic of Indonesia Number 

43 of 2008, state borders, both State Territorial Boundaries and Border Areas, are 

managed by BNPP (Mangku, 2019; Redjo & As’ari, 2017).  BNPP is led by the Minister of 

Home Affairs as the Head of BNPP RI and is responsible to the President of Indonesia. 

BNPP carries out, among other things, the construction and management of the Cross 

Border Post (PLBN) in Nanga Badau, West Kalimantan, which borders Malaysia (Firdaus, 

2019). Immigration agencies are tasked with overseeing the entry and exit of people, 

issuing travel documents (passports), and preventing the entry of illegal foreigners or 

human trafficking. The Border Control Management (BCM) system is a technology used 

by the Indonesian government to monitor the entry and exit of people at border areas 

through immigration checkpoints. In the field, such as at PLBN Motamasin in East Nusa 

Tenggara, this system is supported by the active role of officers who become liaisons 

between the Indonesian immigration authorities and neighbouring countries (Jade, 

2022). They work together to deal with illegal immigrants, including by applying 
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immigration law measures against foreigners who violate the rules. (Maria Vianey Gunu 

Gokok, Tanti Nurgiyanti, Diansari Solihah Amini, & Yeyen Subandi, 2023). 

Customs plays an important role in overseeing the cross-border movement of goods to 

prevent smuggling and trade violations. At the Pos Lintas Batas Negara (PLBN), Customs 

officers are tasked with inspecting luggage and cargo to ensure compliance with import 

and export regulations (Rokhanyah et al., 2023). In addition, they also coordinate with 

other agencies such as the TNI, Polri, and Immigration in maintaining security and order 

in border areas, especially in vulnerable areas such as the Indonesia-Timor Leste and 

Indonesia-Malaysia borders. The Atambua Customs and Excise has tightened supervision 

at PLBN Motaain in East Nusa Tenggara Province to prevent smuggling of goods, such as 

subsidized fuel oil to Timor Leste (Leonita et al., 2024).  

BNPP also collaborating with the Ministry of Public Works and Public Housing (PUPR), 

the Directorate General of Immigration, the Directorate General of Customs and Excise, 

the Indonesian National Army (TNI), and the Indonesian National Police (Polri) in 

developing an integrated Cross-Border Post (PLBN). This effort aims to strengthen the 

surveillance function and increase the economic activities of border communities. The 

development of PLBN is also accompanied by a welfare-based approach, such as 

revitalizing people's markets and empowering Micro, Small and Medium Enterprises 

(MSMEs) through training and technical guidance (Ulut, Amitran, & Foenay, 2023). In this 

case, it appears that all institutional presences have roles that emphasize not only security 

aspects, but also socio-economic development as a comprehensive solution to border 

issues. 

 

International Comparison 

In dealing with complex global border issues, countries have adopted different policies 

and strategies, depending on the historical, political and social context. For example, the 

United States and Mexico attempt to manage border issues through bilateral agreements, 

infrastructure development such as border walls, and security cooperation, although 

different political approaches often become obstacles. Meanwhile, the India-China border 

conflict is handled through diplomatic dialogue and high-level military meetings, although 

it has yet to result in a final settlement. These strategies reflect the importance of 

multilateral approaches and sustainability in addressing border conflicts peacefully and 

fairly. 

Table 3. Selected global border conflicts and resolutions 

Border  Problem  Resolution  Reference 

Germany - Poland Historical claims Bilateral resolution (Schmidtke, 2023) 

Latvia - Russia Historical claims International 

arbitration 

(Krumin s , 2017) 

The Alps (France-Italy-

Switzerland-Austria) & 

The Pyrenees (France-

Spain) 

Mountainous areas 

(hard to reach) 

Aerial surveillance 

and drone 

technology 

(Marin & Krajc í kova , 

2016a; Toribio, 

2023) 

The Białowiez a Forest 

(Poland-Belarus Border) 

Hard to reach areas 

(wildwood) 

Smart Fencing with 

AI Monitoring 

(Marin & Krajc í kova , 

2016a) 
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Chile - Peru Territorial disputes 

over the maritime 

boundary and 

coastal territories  

Peace Treaty of 

1929 and 

International Court 

of Justice (ICJ) 

ruling in 2018 

(Sholikah, 2020) 

USA – Mexico Border security 

issues, migration, 

and drug trafficking 

Bilateral 

agreements; border 

wall initiatives; 

ongoing tensions 

(Slack & Martinez, 

2019) 

India - China Long-standing 

territorial dispute 

over Aksai Chin and 

Arunachal Pradesh 

Ongoing diplomatic 

talks; military 

standoffs persist 

(Verma, 2024) 

Israel - Palestine 

 

Competing national 

claims over land 

including West 

Bank, Gaza, and 

Jerusalem 

Ongoing conflict; 

partial accords; 

unresolved 

sovereignty 

(Aammari, 2020) 

 

Table 3 contains some of the cases and conflicts that occur at the borders of countries 

in the world. Border issues are solved in different ways, depending on each country's 

location and political situation. Germany and Poland settled their border disagreements 

through direct talks, leading to the German-Polish Border Treaty of 1990, which 

confirmed the Oder–Neisse line as their official border. Earlier agreements, such as the 

Treaty of Warsaw (1970) and the Treaty of Zgorzelec (1950), helped build understanding, 

but a final decision was only made after Germany reunited. Their cooperation grew 

stronger with the 1991 Treaty on Good Neighbourliness, which helped improve political 

and economic relations (Schmidtke, 2023), Latvia and Russia settled their border disputes 

through international arbitration, making the decisions legally binding. The 2007 Latvia-

Russia Border Treaty, reached through diplomatic and legal talks, resolved territorial 

claims, especially over Abrene (Pytalovo). This method helped set a clear and agreed-upon 

border while reducing the risk of future conflicts with international supervision (Krumin s , 

2017). In mountain areas like the Alps and Pyrenees, countries use aerial surveillance and 

drones for efficient border monitoring. These technologies help track movements in real 

time and enable quick responses to security threats, overcoming the challenges of rough 

terrain. This method enhances border security while reducing reliance on ground patrols 

in hard-to-reach areas (Toribio, 2023). Poland and Belarus have implemented smart 

fencing with AI monitoring in the Białowiez a Forest to improve border security while 

protecting the environment. This system uses sensors and machine learning to detect 

unauthorized crossings and instantly notify authorities. By reducing the need for physical 

barriers, this approach ensures both security and ecological conservation (Marin & 

Krajc í kova , 2016b). The Chile-Peru border issue stems from post-Pacific War territorial 

disputes, particularly over Arica and the maritime border. Although partially resolved 

through the 1929 Peace Treaty, the maritime dispute was only truly settled by a 2014 
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International Court of Justice (ICJ) ruling that established the maritime boundary between 

the two countries (Sholikah, 2020). These approaches show that a combination of 

diplomacy and technology can be an effective solution in land border management, which 

can be adapted to strengthen Indonesia's border security. 

However, there are some border issues that are still in conflict today, or unresolved, 

such as in the case of the United States and Mexico where the root of the problem is 

structural and multidimensional, with differing political approaches between the two 

governments often impeding a comprehensive long-term solution (Liverman, Varady, 

Chavez, & Sanchez-Rodriguez, 1999; Slack & Martinez, 2019). The India-China conflict is 

ongoing as both countries have conflicting historical and strategic claims, and there is no 

mutually agreed official border line (Tasik, Setiawan, Widirahayu, & Saleh, 2023; Verma, 

2024). Then, the Israeli-Palestinian conflict is still ongoing because the two parties have 

not agreed on a two-state solution, and key issues such as the status of Jerusalem, legal 

borders, Palestinian refugees, and illegal Israeli settlements in the West Bank have not 

been resolved. In addition, internal political tensions and recurring cycles of violence 

complicate the peace process. (Aammari, 2020; Hildebrandt-Wypych, 2022; I NAÇ, 2024). 

In this case it can be seen that complex root causes, political differences, and internal 

tensions can hinder problem solving. Long-term solutions require mutual commitment, 

open discussion, and fair options for all parties. 

 

DISCUSSION 

Strengths and Weaknesses of Indonesia's Border Management 

The numerous border areas that Indonesia must monitor and manage have resulted in 

many efforts being made to maintain peace and security in those areas. The efforts that 

have been made strengthen Indonesia's border management. However, there are still 

weaknesses that need to be addressed in Indonesia's border management. The evaluation 

of these strengths and weaknesses can be examined from five sectors, namely legal and 

institutional framework, security surveillance, cross-border economic development, and 

diplomatic engagement. The four sectors are sufficient to represent the effectiveness of 

Indonesia's border management. 

The first sector, legal and institutional framework, provides fundamental legal certainty 

regarding Indonesia's border management activities. For example, BNPP was established 

based on Article 14 of Law Number 43 of 2008 concerning State Territory, which 

mandates the formation of a special institution to manage border area affairs. BNPP is 

present to ensure the implementation of relevant laws regarding borders. In addition, 

BNPP also has the authority to coordinate agencies in Indonesia in handling complex 

border issues. Legal products also provide clear mandates for each agency in Indonesia 

regarding their duties and authorities in the context of border management. The clear 

delineation of duties and authorities for each agency ensures there is no overlapping 

between agencies, such as between customs and immigration. 

This sector also provides clarity on international borders through bilateral agreements, 

such as the demarcation of terrestrial borders between Indonesia and East Timor in 2005. 

The existence of a framework on bilateral cooperation mechanisms also ensures clear 
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standards related to dispute resolution and border-crossing procedures. Indonesia has 

agreed to establish cooperation with Malaysia and Timor-Leste for the resolution of 

border disputes through diplomatic channels. In addition, there are also Memoranda of 

Understanding (MoU) between Indonesia and neighbouring countries that regulate the 

procedures for the public if they wish to cross the border between countries. 

Besides the framework's coverage in several areas, this sector faces challenges in its 

implementation. Legal products and inter-agency agreements, both within Indonesia and 

with other countries, have explained what should be done in border areas. However, the 

challenging geographical conditions of these border areas often make them isolated, 

leading to inconsistent law enforcement. The existing legal products and frameworks have 

not yet resolved all the existing issues, either due to lengthy legal processes or the lack of 

agreements between the disputing parties. The process of negotiating the demarcation of 

the EEZ with East Timor is an example where a lengthy negotiation process resulted in a 

gray area, a disputed region with low law enforcement due to the ambiguity of who is 

responsible for this territory. Inconsistent law enforcement makes this gray area 

vulnerable to uncontrolled natural resource exploitation, resulting in biodiversity 

degradation. 

The second sector, security surveillance, ensures continuous and intensive monitoring 

in border areas. Physical demarcation has been widely implemented in Indonesia's border 

areas with the aim of providing clear boundaries regarding national borders. In line with 

the physical demarcation, border posts are also built in selected areas that serve as entry 

and exit points between countries. The continuous improvement of border posts by the 

Indonesian government ensures thorough supervision, such as immigration and customs 

checks. 

The presence of active military, the Indonesian National Armed Forces (TNI), and police 

at every border post also provides a certain strength to security surveillance in 

Indonesia's border areas. The presence of TNI members and police at border posts 

ensures a first response to threats that endanger national security and sovereignty. They 

also become actively involved in joint patrols in border areas with other countries to 

anticipate cross-border crime. Routine border patrols conducted by trained military 

personnel provide a higher level of assurance in responding to crimes occurring in border 

areas. 

Insufficient supporting technology infrastructure is one of the weaknesses in border 

management in this field. The absence of a smart border system that can detect crimes 

and threats becomes an obstacle in sustainable real-time monitoring. The absence of 

drones forces patrol personnel to move across vast areas periodically. The lack of thermal 

imaging at border posts makes nighttime surveillance very challenging. The lack of 

implementation of these technologies forces personnel to conduct manual patrols, which 

are time-consuming and costly. The small number of military personnel stationed at these 

border posts exacerbates law enforcement in border areas. The small number of 

personnel and traditional patrolling processes mean that many areas are not monitored, 

providing opportunities for cross-border crime to occur. The lack of supporting 

technology implementation at border posts also results in inspections of individuals 
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leaving or entering the country having to be done manually. This manual process takes a 

long time, so if there are many parties that need to be inspected, the work that 

immigration officers and other relevant officials have to do requires a lot of time and 

effort. 

Developments in the cross-border economic development sector provide an overview 

of how border management can contribute to local and national economic growth. The 

existence of a bilateral agreement between Indonesia and neighboring countries 

regarding the commitment to facilitate economic growth in border areas provides a 

unique strength to Indonesia's border management. Entikong International Border Post 

in West Kalimantan is an example of a border post located within special border economic 

zones (SBEZs), an area resulting from the Indonesia-Malaysia bilateral cooperation that 

has special characteristics such as duty-free trade to encourage cross-border commerce. 

The existence of special areas like SBEZs makes it easier for sellers and buyers to conduct 

their business because there are several special treatments, allowing the economic 

activities in border areas to run smoothly. 

Nevertheless, the geographical and economic conditions pose significant challenges 

that must be addressed wisely. The condition of the road network, which is not yet fully 

developed, tends to hinder economic growth because roads are one of the most important 

infrastructures in logistics. Many border areas are also geographically isolated, such as in 

East Kalimantan and Papua, making it more difficult to develop road networks. Although 

there are other options such as logistics distribution via air routes, this choice is too 

expensive for most of the community. This is mainly because of the wide socio-economic 

gap between the border regions and the surrounding city centers. Economic improvement 

through private sector investment in these areas is also difficult to achieve due to the 

minimal and limited financial incentives. 

In the sector of diplomatic engagement, diplomacy between Indonesia and other 

countries is extensively conducted to find solutions to existing problems. These bilateral 

and/or multilateral agreements cover a wide range of issues, such as negotiations on land 

boundary demarcation and commitments to conduct joint patrols in border areas. In 

addition, the ratification of international frameworks, such as the United Nations 

Convention on the Law of the Sea (UNCLOS), into national law also ensures the presence 

of internationally recognized standard rules in Indonesia. The frameworks provide 

significant contributions to bilateral and/or multilateral dispute negotiations between 

Indonesia and other countries. 

Although there are frameworks that guide how disputes can be resolved, the 

commitment to negotiate remains key in settling those disputes. Differences in desires 

and interests between the disputing parties make the negotiation process lengthy. This 

lengthy process ultimately makes the gray zone increasingly susceptible to abuse, as 

previously explained. The absence of a standardized early-warning system in border areas 

results in limited conflict prevention. Furthermore, the lack of public transparency 

regarding the developments in border disputes, which has not been widely implemented, 

triggers a decline in public trust. 
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Overall, Indonesia's border management has a number of complementary strengths 

and weaknesses. From a strength perspective, Indonesia has a clear legal and institutional 

framework through the establishment of the National Agency for Border Control (BNPP) 

and various legal instruments governing the division of duties between agencies, as well 

as the support of bilateral agreements that provide certainty about borders. Security 

oversight is also relatively strong, thanks to physical demarcation, the construction of 

border posts, and the active involvement of the Indonesian National Armed Forces (TNI) 

and the Indonesian National Police (Polri) in border patrols. Economically, the bilateral 

commitment to develop border special economic zones (SEZs) provides opportunities for 

local economic growth. Furthermore, Indonesia's diplomatic relations with neighboring 

countries demonstrate a commitment to resolving border disputes through peaceful 

means and cooperation. However, weaknesses that still need to be addressed include 

inconsistent legal implementation due to difficult geographic access, limited surveillance 

technology such as drones and thermal detection systems, a limited number of security 

personnel, and low investment in infrastructure and economic resources due to minimal 

incentives. In the diplomatic realm, lengthy negotiations also create gray areas that are 

vulnerable to exploitation. These strengths and weaknesses indicate that although 

Indonesia's border management has a relatively strong legal, security, economic, and 

diplomatic foundation, significant improvements are still needed in the implementation, 

technology, and economic incentive aspects to achieve effective and sustainable border 

management. 

 

Best practices from other countries 

The challenges of legal and institutional frameworks and diplomatic engagement are 

also present in European countries. They have heavily relied on bilateral agreements and 

international arbitration to resolve disputes related to their border management. The 

German–Polish Border Treaty is the result of resolving disputes related to the 

demarcation of the post-WWII border between Germany and Poland through a diplomatic 

approach (Gorzelak, 2016). Many historical claims about the border line between the two 

countries after WWII could trigger conflicts in the future. The commitment of both 

countries to resolve the issue, which ultimately resulted in the German–Polish Border 

Treaty, eliminated the potential for conflict. Overlapping claims regarding national 

borders based on past conditions also occur between Latvia and Russia. Historical claims 

became the main reason for the tension between the two countries, which ultimately used 

international arbitration as a solution. 

In addition to the challenges of the legal and institutional framework, the geographical 

conditions of Europe also pose significant challenges to border management there. The 

border between France, Italy, Switzerland, and Austria in the Alps has an extreme 

landscape with steep mountains with extreme changes from climate change, making 

physical demarcation difficult, let alone conventional patrolling (Huss, Hock, Bauder, & 

Funk, 2010; Zampieri, Scoccimarro, Gualdi, & Navarra, 2015). This is exacerbated by harsh 

weather conditions with the risk of avalanches, fog, and such. Hidden valleys and rugged 

paths also make cross-border crime very difficult to detect. 
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Switzerland have successfully leveraged technological advancements to tackle this 

challenge where they implemented aerial monitoring using drones so that those extreme 

areas could be monitored effectively (Pedrozo, 2017). The installation of thermal imaging 

on those drones also makes the detection of crimes easier because no matter how good 

the camouflage used by criminals, it will still be visible to the thermal imaging technology. 

These countries have also committed to conducting joint patrols in hard-to-reach areas to 

reduce crimes there. This joint patrol also allows for the sharing of technology and 

information among these countries, enabling the first response to incidents to be as quick 

and precise as possible. 

Wilderness forests are also commonly found in Europe, and many of the border regions 

are located within these forests. The Białowiez a Forest is an example of a forest on the 

border between Poland and Belarus that poses significant challenges for the border 

management of both countries (Nowak et al., 2025). The dense and vast forest makes 

physical law enforcement very difficult and high-risk. The location of the forest, situated 

between two cities, and the difficulty of physical law enforcement make it easy for many 

smugglers and illegal immigrants to use the Białowiez a forest as a route to enter and/or 

exit both countries undetected. Ecological concerns also hinder law enforcement because 

heavy infrastructure would certainly degrade the biodiversity in the forest. 

Technology has become the frontline in helping to address the challenges present in 

the forest area (S wierczyn ska, 2023). Poland has an observation tower equipped with 

high-definition cameras and motion sensors to monitor activities occurring. A high steel 

border wall equipped with AI-assisted surveillance has also been built to detect activities 

in real-time. The unique aspect of border management between Poland and Belarus is that 

they have agreed to implement environmentally friendly border management with the 

aim of balancing security with ecosystem protection. This commitment demonstrates 

mature multisectoral-based decision-making so that law enforcement and security can 

run in parallel with environmental protection. 

 

Proposed Modifications for Indonesia’s Border Management 

Based on the previous discussion, there are several points proposed for Indonesia's 

border management. Determining the settlement of border disputes as a national 

strategic issue is the main foundation for overcoming the challenges of the legal and 

institutional framework and diplomatic engagement that result in a gray zone in the 

border area. Indonesia can work together with neighbouring countries to establish a 

bilateral negotiation roadmap that serves as a basis for resolving time-bound border 

disputes, as done by Norway and Russia in resolving their Arctic maritime border. 

Establish a joint legal review committee with Malaysia, Timor Leste, and Papua New 

Guinea to ensure a common understanding and to avoid misinterpretation. 
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Figure 2. Digital Transformation of Border Information System Concept 

 

Digital transformation in border areas (Figure 2) has provided significant progress for 

border management in Indonesia. Border control that still relies on paper makes 

administrative processes slow at checkpoints. The presence of digital and biometric-

based input ensures that the information processed is accurate and integrated with other 

information systems. Biometric-based information also makes identity forgery more 

difficult because the information checking process is carried out in a multi-layer manner, 

compared to databases from relevant agencies. Activities carried out by a particular 

person, be it immigration records or crimes committed, will be linked to their biometric 

information. This means that this information will continue to appear when the person's 

biometric information is checked. The application of Artificial Intelligence (AI) in this 

system provides comprehensive supervision. AI acts as a tool to analyze dynamics in 

border areas, at least by automatically identifying the track records of people entering 

and/or leaving Indonesia. This information is also collected on a website dedicated 

specifically to activities in border areas. Ultimately, this system can be accessed by the 

public to find out how their border areas are developing. In addition, relevant agencies 

can also access this website to obtain specific and more detailed information. This digital 

transformation maintains public trust in Indonesia's border management and ensures 

information sharing between institutions, thereby eliminating misinformation between 

them. 

One Post Border System (OPBS) combined with digital transformation can also simplify 

the process at checkpoints. OPBS is a system where officers from both countries at border 

posts work together so that checks from both countries can be carried out directly in the 

same place. This system also ensures effective communication between officers so that 
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the first response process to existing incidents can be carried out effectively. Border posts 

with OPBS also become the main command center in joint patrol activities in border areas. 

 

 
Figure 3. Technology-based Surveillance System 

 

Figure 3 contains a surveillance system for Indonesian border management that 

utilizes technological advances. The new system can overcome challenges in the security 

surveillance sector because the integration of these technologies allows for continuous 

security surveillance from easily accessible areas to geographically isolated areas. Close-

range surveillance is strengthened by the presence of cameras equipped with thermal-

imaging and infrared sensors that can see conditions in all conditions, including low 

visibility. Motion sensors are also installed to be paired with surveillance cameras to 

detect movements that occur in border areas. These cameras and sensors are installed at 

border posts, watchtowers, and the like along the border. The integration of these two 

technologies ensures that surveillance can be carried out continuously in all conditions. 

Long-range surveillance is strengthened by the use of radar, thermal-imaging drones, 

and satellites to monitor areas that are difficult to reach by traditional patrols. The 

characteristics of radar that do not depend on light make it very suitable for long-range 

surveillance because it can be done day and night. The working concept of a thermal-

imaging drone is the same as a thermal-imaging camera in close-range surveillance, 

namely by detecting temperature in the border area. The difference is that drones have a 

much longer range. Satellites are used to see how the terrain changes in the border area. 

The spatial and temporal coverage of satellites is the widest of the available options. This 

factor provides great potential for use in border area surveillance.  

Data from these surveillances are then collected in a database to be analyzed using AI 

assistance. This analysis is important to see how activity trends in the border area are to 

help policy making. The results of the analysis are then displayed on a special website so 

that they can be accessed by users, both agencies and the general public. 

In addition to security oversight, Indonesia's proposed border management also needs 

to consider three other perspectives. From a legal and institutional framework 
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perspective, efforts are needed to harmonize laws and bilateral agreements to avoid 

overlapping authority between agencies or ambiguity in law enforcement, particularly in 

disputed or gray-area areas. Developing integrated standard operating protocols based on 

local geographic conditions is also crucial to improving the effectiveness of law 

enforcement. From a cross-border economic development perspective, the government 

needs to provide attractive investment incentives for the private sector and accelerate the 

construction of basic infrastructure such as roads and bridges to support connectivity and 

logistics activities in border areas. Providing entrepreneurship training and facilitating 

capital for local communities can also stimulate local economic growth. Meanwhile, from 

a diplomatic engagement perspective, Indonesia needs to increase the intensity of 

bilateral and multilateral dialogue through preventive and economic diplomacy 

mechanisms, and ensure public transparency regarding the progress of border 

negotiations to strengthen public trust. Thus, Indonesia's border management approach 

will be more comprehensive and sustainable if these four perspectives are synergistically 

integrated into policy and implementation on the ground. 

 
 

CONCLUSIONS, RECOMMENDATIONS, LIMITATIONS 

Indonesia faces complex issues in managing its land borders with neighbouring 

countries, such as weak law enforcement. The harsh geographical conditions of border 

areas provide additional challenges in border management. These issues have resulted in 

many spaces being exploited by irresponsible parties to commit cross-border crimes.  

There are quite a few border areas in Europe that have the same problems as Indonesia, 

so European countries have made many efforts to overcome these issues. Indonesia can 

learn from European countries about how they resolve these issues from four 

perspectives: legal and institutional framework, security surveillance, cross-border 

economic development, and diplomatic engagement. Adaptation and utilization of 

technology have become the vanguard in resolving border issues in European countries. 

Digital transformation in Indonesia's border management could be a viable option to 

try so that border issues can be resolved immediately. The use of cutting-edge short and 

long-range surveillance technology will greatly assist Indonesia in seeing the condition of 

its border areas in real-time. The integration of AI into digital reform will also be a very 

good breakthrough because AI can help analyze surveillance data comprehensively. This 

digital reform also ensures transparency in the development of information on 

Indonesia's border areas because all parties, from the government to the general public, 

will have a centralized and easily accessible web-based information system.  

Feasibility studies on the implementation of these technologies in Indonesia's border 

areas are needed in future research directions. The existence of such studies will provide 

a clear picture of what needs to be done and how the implementation of these 

technologies will impact the effectiveness of Indonesia's border management. Digital 

reform that is highly dependent on the internet really needs a competent cybersecurity 

concept considering the possibility of limited information about Indonesia's border areas 

that can only be accessed by a few parties. 
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In addition, this study also shows that Indonesian border management requires 

improvements in the aspects of legal harmonization, provision of economic and 

infrastructure incentives, and strengthening diplomacy, in addition to security 

surveillance, to ensure the effectiveness and sustainability of border management. 

This study relies on a literature review and analysis of policy documents so that it does 

not fully represent operational conditions in Indonesia's border areas. The focus of the 

research is also limited to policy aspects in border management, not to the technical 

implementation or evaluation of surveillance technologies at the field level. In addition, 

the selection of comparative cases is based on their relevance to the Indonesian context, 

which has the potential to limit the level of generalization of findings more broadly. 

Therefore, further research is recommended to include field studies, interviews with 

stakeholders, and feasibility assessments to gain a more comprehensive understanding of 

the practical challenges in implementing digital-based border security policies. 
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