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The news about the Indonesian National Army’s, or Tentara
Nasional Indonesia (TNI), budget for internet buzzers has
led to public disapproval. This disagreement shows how the
public is still unfamiliar with the idea that Influence
Operations and Information Warfare (I0IW) is now a thing
in national security and defense strategy. This article aims to
make sense of why TNI should consider the IOIW capability.
With the library research method, this article introduces the
conceptual and theoretical argument of Noopolitik and I0IW
to the Indonesian policymakers and the general public.
Noopolitik is a concept explaining the existence of the
noosphere, a world "thinking circuit" and "realm of the
mind" that politicians today, in the era of advanced
information and communication technology, also consider.
Thus, Noopolitik allows us to rationalize that a country
nowadays should consider not only the geosphere for its
national interest but also the noosphere which one country
may hijack and influence through information dissemination.
Thus, the noosphere is now a new emergent battlefield, and
IOIW refers to the combat that takes place on it, with the
goal of gaining influence using information as a weapon.
With that idea, this article argues that it is reasonable for TNI
to procure the capability for IOIW. The I0IW ability will
allow TNI to protect the Indonesian Noosphere from the
attacks of its potential adversaries, as they might want to
influence Indonesian public opinion and action in a hostile
outcome for the nation's harmony and stability. The general
public have to grasp the theoretical framework of Noopolitik,
which elucidates the contemporary relevance of IOIW. It will
lead them to have necessary understanding why should they
provide support to TNI for the procurement of additional
power for IOIW capabilities when required. This article may
function as an initial evaluation for politicians and the public
to recognize TNI's augmentation of the IOIW force.
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INTRODUCTION

In January 2025, a screenshot revealed an indication that TNI is using internet
buzzers. According to the leaked document, TNI allocated Rp100 billion for the project,
saying that it is necessary for the army to apply the Information Response System and to
reduce negative opinions circling the army. Furthermore, the document asserts that the
project is essential for maintaining positive and conducive public opinion. The document
explains that the project will create word-of-mouth phenomena as a way to deliver
repeated information to a wider audience. The document explicitly mentions "buzzer" as
another name for this method (Abdo, 2024; Musthafa, 2025; Saubani, 2025).

The issue became a hot topic among the public. They disagree that such a big amount
of money from the state budget (APBN) is spent on, as they argue, manipulating
information given to them. As one comment on the Republikaonline’s Instagram post on
the issue said, “(We are) tired of paying taxes, (but then) it is used to attack those who
pay taxes (us).” Not long after the issue went viral, TNI clarified that the money is not to
rent internet buzzers. However, TNI used the funds to establish an app that secures the
circulation of information within its environment (Saubani, 2025).

Whether or not TNI's buzzer project is valid, the public's reaction to this matter
signals the indication that they remain unfamiliar with what the intelligence, national
security, and defense world calls Noopolitik and Influence Operation and Information
Warfare (IOIW). Is it true that the TNI's internet buzzers, in which this article says it is
an effort to procure IOWI force, only target tax-paying citizens if they exist? What is the
importance of TNI procuring IOWI capabilities? The answer to this question is perhaps
limited for the Indonesian public since I0IW is indeed a covert military strategy and
both government policy consideration and the scholarly campaign on explaining I0IW
and Noopolitik are also significantly limited.

Public’s questioning of TNI’s IOIW signals a disconnect between the IOIW and societal
perceptions. This is not a shock. IOIW is very different from traditional warfare that uses
swords and bullets. IOIW is soft because it does not use swords and bullets as weapons
but rather invisible information. The purpose of I0IW is also not to destroy something
that is physically real but to manipulate perceptions and influence human behavior. In
addition to IOIW using deceptive narratives and tactics that blend with the normal flow
of information, IOIW does have a mask that aims to manipulate public views without
them realizing it. IOIW can even go beyond the expected results of the perpetrators
because the targeted public are unaware of IOIW other's existence (Bingle, 2023).
Information technology has also become an inseparable part of people's lives. Their
habituation and comfort make them feel that information technology is not something
that can threaten. This makes I0IW difficult to identify and track so that the public is
surprised if it turns out that [OIW is something serious in today's military world.

Literature sufficiency becomes another issue why there is a gap between Indonesian
society with IOIW. In Indonesia, the term "cybersecurity, social media, or information
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warfare" may be familiar to researchers (Aferudin & Ramli, 2022; A. R. Arianto &
Anggraini, 2019; Bagus & Fadli, 2021; Fransiska & Tobing, 2023; Indirwan & Aulianisa,
2020; Isjchwansyah, 2024; Iswardhana, 2021; Nastiti et al., 2018; Saleh & Winata, 2023;
Sensuse et al,, 2022; Septasari, 2023; Wijayanto et al., 2024).

Unfortunately, they have a heavy tendency toward technology-related or practical
assessments and do not mention Noopolitik. This can leave the general audience, who
seeks to understand why procuring sufficient technology and a practical strategy for
[OIW matters, without a clear ideological answer. Technology is just one pole in the
discussion of IOIW. Another pole is political and ideological, which is addressed by the
term Noopolitik.

Noopolitik serves as the ideological foundation for the rationalization of IOWI.
Improving technological capability for cybersecurity or any related information warfare
capability requires a concrete understanding of why one should do it. Noopolitik
understanding can play a role in it. Yet, in Indonesia, scholarly endeavors on Noopolitik
are limited. It seems like the term remains alien in the Indonesian academic
environment, especially in national security or defense studies. This article aims to
rationalize the TNI's decision to establish an IOIW force, also generally known as
internet buzzers, through an understanding of Noopolitik. Another objective of this
article is to clarify the rationale behind TNI's need for the IOIW force. This article argues
that the IOIW force will be necessary for TNI to protect Indonesia’s Noosphere, the
realm of hearts and minds, from the IOIW attack originated by its adversaries. This is
essential for TNI to safeguard public legitimacy and stability. To come to this argument,
this article makes itself stand by the explanation of Noopolitik, a theoretical framework
devised by Arquilla & Ronfeldt (1999) as a reflection of the existence of the IOIW. The
logic of Noopolitik helps us comprehend that modern military strategies now include the
noosphere as well as the geosphere. A country should now understand the importance
of maintaining its noosphere.

The outline for this article is as follows. First, it describes the methods that are used.
Because this essay tries to introduce an idea and concept, library research is
appropriate. It will go into the major papers that cover them. The discussion section
comes next. Here we may discover what Noopolitik is, allowing us to rationalize IOIW.
These two principles will serve as the foundation for establishing the aforementioned
arguments. After that, the articles explained why the TNI IOIW Force is necessary. The
examples from the UK, North Korea, China, and the United States are followed by a
conclusion.

METHODS

This article uses library research to analyze works and research of others relevant to
the presented argument. Library research is a methodology that utilizes library sources
to obtain research data. Following the guidelines given by Library (2025) the research
looks for sources relevant to the discussion by conducting keyword searches and subject
searches for recent scholarly books and articles. In addition, this research employs
citation searches within scholarly sources and published bibliographies, as well as
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systematic browsing. The keyword uses are “information warfare,” “influence
operation,” and “Noopolitik.”.

The sources are then analyzed qualitatively to extract ideas or information that are
relevant to support the main argument of this research. Articles regarding Noopolitik
were read to understand how the concept emerged and how it is best understood. Then
articles about IOIW were read to understand what IOIW is and how it was conducted by
other countries. Ideas from both literatures are constructed to build the argument
presented in this article.

CONCEPTUAL FRAMEWORK
Noopolitik

Rapid innovation and development of technology have allowed information and
communication tools to expand in quality and quantity. Almost all individuals now have
computers and smartphones. These privileges allow society to have access to
information on a global scale, and thus they have global connectivity. Society's wide and
open access to information makes their thoughts and behaviors can be easily shaped.
Their mind and actions, which become the basis for human activity, are crucial for
political, economic, and social-related life. With this, information the society consumed
is now associated with power. Information, in other words, has the power to influence
people. As digital communication develops, it becomes a reason for power holders like
governments to benefit from their propaganda, disinformation, and political
manipulation (Ivan et al., 2021).

Scholars have widely discussed and analyzed the power of information to influence
people's hearts and minds, thus emphasizing the importance of information technology
and systems. They see that sophisticated information technology and systems are
determinant factors for a country’s success in the information game. Then, John Arquilla
and David Ronfeldt clarified that information strategy encompasses two poles, one of
which is technological in nature. The other is political and ideological. Through their first
Noopolitik article entitled “The Emergence of Noopolitik;, Toward an American
Information Strategy,” Arquilla & Ronfeldt (1999) developed a concept that plays a
crucial role in the understanding of the political and ideological pole of information as a
tool for war and military operations. A 20-year-later article, "Whose Story Wins: Rise of
the Noosphere, Noopolitik, and Information-Age Statecraft,” further develops this
concept Arquilla & Ronfeldt (1999) refer to the concept as "Noopolitik."

The term Noopolitik comes from the idea that world politics is now not only about its
land (geosphere) that makes politicians consider geopolitics, but now there is a
noosphere to take into account. Noosphere, as they argued, is a world "thinking circuit”
and "realm of the mind." The digital information revolution has shaped this collective
form of intelligence Arquilla & Ronfeldt (1999) “Noo” in Greek means “the mind.” Then
the term “Noosphere” originated in 1922 when three European scholars, French
theologian-paleontologist Pierre Teilhard de Chardin, French mathematician Edouard Le
Roy, and visiting Russian geochemist Vladimir Vernadsky, were discussing in Paris
about the answer to the question of whether humans, because of their advancement, will
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develop a new layer of earth, which is the Noosphere. Teilhard interpreted the
noosphere as a “realm of the mind,” a “thinking circuit”, while Julian Huxley described it
as a “web of living thought” and “a common pool of thought” that would direct humans
to an “inter-thinking humanity” (Ronfeldt & Arquilla, 2020).

Noosphere that the three European scientists discussed came into realization when
countries, especially the powerful one, finds that they need to take seriously the ability
to change people minds and actions through information. Arquilla and Ronfeldt’s
concept of Noopolitik allow us to understand this trend. They explained Noopolitik as
“foreign-policy behavior for the information age that emphasizes the primacy of ideas,
values, norms, laws, and ethics”—it would work through “soft power” rather than “hard
power”. Noopolitik, as a soft power, is a statecraft that can correspond to interfere on
the ideas, values, norms, laws, and ethics in the realm of noosphere. It is different with
Realpolitik in which dominantly associated with states and hard power. Noopolitik
makes state needs to deal with non-state actors like media and press and to increase its
soft power (Arquilla & Ronfeldt, 1999).

With Noopolitik seen as important for state soft power, Arquilla and Ronfeldt
suggested the US develop its national military assets to address the Noosphere. In their
1999’s article, both scholars have suggested several measures for it. One of them is to
establish a “special media forces.” This special force consists of soldiers who carry media
and able to master information and communication technology instead of conventional
weapons like firearms or shotguns. They further elaborated that these soldiers can be
sent to conflict zones to discover or disseminate accurate information that can help
settle the conflict and a national interest (Arquilla & Ronfeldt, 1999). Arquilla and
Ronfeldt further developed their suggestion for the special media forces in a 2020
article. They have seen the US has been caught unawares and unprepared that
adversaries have devised and deployed aggressive sharp power, the new term that they
refer to as soft power. They also criticized Washington's leaders for neglecting the
country's soft power, suggesting that they should reconsider their approach. They also
suggest the same “special media forces” be considered by the US. But they added a new
function for it as a tool for the “discovery and dissemination of accurate narratives and
for purposes of rumor” control (Arquilla & Ronfeldt, 1999).

With Noopolitik now exist and need to be addressed, IOIW force is critical. Countries
around the globe have been familiar with it. Research about how IOIW can change the
public’s mind has consequently been easy to find. The next section will explain how
Noopolitik is now a factor in making I0OIW widely executed by countries.

Influence Operation/Information Warfare; Research and Relevant Cases

[IOIW are fundamentally about influence. It encompasses actions that are designed to
collect tactical information about the adversary and to disseminate propaganda with the
objective of altering the mindset, beliefs, attitudes, and behavior of the target (Arquilla &
Ronfeldt, 1999; Bateman et al., 2021). IOIW has the potential to alter the human mind by
delivering messages or constructing narratives that can cause confusion, distraction,
division, or a loss of morale and rationality (Brangetto & Veenendaal, 2016).
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IOIW have been numerous in quantity and increasing in quality. Numerous research
studies have documented IOIW over time. The Partnership for Countering Influence
Operations sponsored a study that examined eighty-two studies about I0IW published
between 1995 and 2020. They looked at studies that talked about how influence
operations affect certain groups of people, compared the results (behaviors or beliefs) of
people who were targeted to those who were not, and other studies that assuredly met
the basic requirements for statistical validity. The studies they choose addressed
variable forms of influence operations; political disinformation, state propaganda, and
health misinformation (Bateman et al,, 2021). In sum, the study found that influence
operations via pre-internet media such as newspapers, radio, and television have long-
term effects and can be effective at influencing voters of political parties. The research
also finds that campaigns using social media to try to sway people's opinions and actions
only last a short time, but they are still able to change people's political views and
actions, make them more racist or xenophobic, and make them doubtful and uncertain
about medical information and vaccines (Bateman et al., 2021).

The ability of IOIW to shape and influence people's minds makes it no surprise. The
advanced development of technology allows every individual to have information
communication tools. They see and read repeated information almost every hour in a
day. They even can make smartphones the first thing they see after waking up from
sleep in the morning and the last thing they see in the evening before going to bed. This
habit makes IOIW eventually able to control human minds. Once IOIW masters people's
minds, it has the power to legitimize policies and cause public disorder (Reuter et al,,
2024). This is the reason why Bouhnik & Admoni (2023) can say that modern IOIW is
rooted in the technological development and social changes.

In regards to public legitimacy, IOIW can play a significant role in building or
destroying public legitimation for a policy. During the Covid-19 pandemic, information
about the illness and the vaccines has contributed to shaping people's awareness.
Information can shape their willingness to stay at home or receive a vaccine shot. Their
willingness, or more accurately, public legitimation, then influences the government's
ability to effectively formulate policies regarding Covid-19 awareness measures and its
vaccines (Di Domenico et al., 2022; Manfredi-Sanchez, 2023; Marco-Franco et al., 2021;
Recuero & Bonow Soares, 2022; Sirola et al., 2021).

During an election, information also becomes a tool to make voters cancel their
willingness to elect a candidate. In a day or two before the election time, one candidate's
adversaries may disseminate information about one bad or negative track record. With
the election time only a matter of hours away, the voters may consider not going on to
choose the candidate as they get the information that changes their stance (Maulaya &
Wafi, 2024).

There are numerous examples of how information can spark public riots or disorder.
In the event of the Arab Spring, social media have triggered public protests and efforts to
topple dictatorships in some Middle Eastern countries (Arafa & Amstrong, 2016; Baron,
2012; Browning, 2013; Jenaibi, 2014; Karolak, 2017; Salvatore, 2015; Tudoroiu, 2014).
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In 2020, the death of George Floyd, which was shared and went viral on the internet,
sparked a big wave of the “Black Lives Matter” campaign across the United States to urge
the government to wipe out institutionalized racism in the country (Carney, 2016; Chang
et al., 2022; Olson, 2021; Richardson, 2024; Upadhyay & Trifiro, 2021; Waterhouse,
2022).

Indeed, in today’s world, every social and political unrest is accompanied with
electronic accessories (Browning, 2013). Everyone has their smartphone as a weapon.
They can record one problem happening in one particular area, upload it to the internet,
and make it a problem for everyone in other areas.

The domestic instability caused by the influence of information makes a country
subject to foreign entities IOIW. Modern history has shown how foreign countries try to
influence the dissemination of information in other countries to make the public align
with their interests. For example, researchers found that the Russian Internet Research
Agency (IRA) executed an online campaign to affect the electoral behavior of select
groups and influence the social conflicts happening in the United States during the 2016
presidential election (Badawy et al.,, 2019; Fisher, 2019; Inkster, 2016; Linvill et al,,
2019; McCombie et al., 2019; Ziegler, 2017).

In addition, China also conducted information operations in Hong Kong in 2019.
According to reports, the operation aims to influence political unrest in Hong Kong,
undermining the legitimacy and power of the protest movement on the ground (Dotson
etal,, 2019; Yang et al., 2022).

China information operations also happened to Taiwan. Since 2010, in order to
develop the notion that authoritarianism is superior to democracy in Taiwan, China has
engaged in covert reliance on deceptive coercion and payment, as well as asymmetric
exchanges of capital and information (Jaw-NIan, 2023).

Heart and mind are the most critical parts of being human. Nowadays, ideological,
political, religious, and cultural wars that are brought on by influence operations are
observable and even are coming with a new scale of threat to influence them (Ronfeldt &
Arquilla, 2020). IOIW may cause the possibility of a global information dystopia, a
condition where modern democratic self-government foundation, logic, truth, and
reality are break into pieces (Lin, 2019). The heart and minds controller gains public
legitimation or acceptance once they influence or control them. Consequently, the
controller then has a determinant factor for continuing or ending a state of stability.
How should Indonesia perceive and react to this issue?

RESULT AND DISCUSSION

The Indonesian public should understand that, in theory, IOIW is critical to a
country's defense. But it seems like a challenge because the public has long perceived
internet buzzers negatively. This section will go over why the Indonesians see internet
buzzers negatively. Then it will explain why IOIW is still necessary for TNI. It claims that
TNI should maintain public support and legitimacy in order for its operations to be
effective. Following that, other countries' examples justified TNI's need for I0IW
capabilities.
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Buzzer and Its Negativity

A screenshot spread across social media in January 2025 indicated that TNI is
utilizing internet buzzers. The leaked document indicates that TNI has allocated Rp100
billion for the project. It was said that the project is essential for sustaining favorable
public opinion. The document outlines that the project aims to generate word-of-mouth
phenomena to disseminate information repeatedly to a broader audience. The document
clearly identifies "buzzer" as an alternative term for this method (Abdo, 2024; Musthafa,
2025; Saubani, 2025).

The issue emerged as a prominent subject of public discourse. The public contend
that a substantial portion of the state budget (APBN) is allocated to what they perceive
as the manipulation of information provided to them.

Indonesian public distrust of internet buzzers is not without basis. Indeed, most of
the time, an internet buzzer’s job is to lie and spread it. Since the last decade, buzzers
were initially a product marketing strategy or a way of branding public figures.
However, the task of buzzers has evolved. The task of buzzers today is no longer just to
increase product sales figures or improve the image of certain figures but, ironically, is
also to be able to lower the value of a product or bring down the image of the figure
(Faulina et al,, 2021). The lies circling Anies Baswedan'’s, ex-Governor of Jakarta, political
journey become an example. Some research has revealed that buzzers have done
significant work to influence the public to think that Baswedan is a radical Islamist.

Furthermore, buzzers help political players manage and ward off issues that
frequently do prioritize personal interest rather than civil society interests (Faulina et
al, 2021; Mustika, 2019). This tendency was visible by the emergence of "palace
buzzer," which refers to specific accounts or individuals who are often regarded as
parties who support every policy released by the Indonesian government (Faulina et al,,
2021). For example, during Covid-19, the government was said by a researcher to utilize
buzzers to disregard the call for implementing lockdown at the time the public said they
needed it most (Syahputra et al, 2021). The buzzers' obsessiveness with the
government suggests that they do not care about the public interest, as their existence
implies that there is no opportunity for criticism at all. It is a reason to serve to explain
B. Arianto (2020) findings that there is a widespread misperception about the term
buzzer and its role, with many people referring to buzzers as paid social media accounts
that only spread falsehoods and disinformation.

Public concerns about the TNI's desire to hire buzzers are understandable. There is a
negative perception of buzzers that is naturally held by the public, considering that the
role of buzzers in Indonesia tends to be negative. Therefore, there needs to be a
movement to inform the public that there are interests that must be considered by the
TNI in order to have their own buzzers, aka I0IW.

TNIIOIW Force

Scientists have explained that Noopolitik is now one of the indicators of state national
interest across the globe (Ronfeldt & Arquilla, 2020). The Noosphere, which contains
ideas and concepts as well as the heart and mind of human, is the target of I0IW. It is
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worth considering that the Indonesian Noosphere can be attacked by other countries
through IOIW. Find a way to respond to this accurately and effectively; thus, it is
important for TNI.

Indeed, enhancing its information system is a viable approach for Indonesia to
mitigate the risks posed by influence operation attacks. Indonesia should have an
advanced communication and information security system that other countries cannot
penetrate. However, this is not the sole solution, nor is it sufficient. Indonesia must also
think about how it can keep its people's minds and hearts clean and safe from the
indoctrination of foreign actors. Indonesia must be able to protect its Noosphere.

As explained earlier, two leading American researchers working at the RAND
Corporation, a non-profit organization that always has the opportunity to provide
defense advice and policies to the United States Government, have suggested what is
called a special media force, which this article refers to it as IOIW force. This force is
tasked with finding information and spreading it for national interests, such as rumor
control or combatting fake news.

This force will be very important for the TNI to implement I0IW. There are three
main conditions for a successful [OIW according to Maschmeyer et al. (2025) First, the
ability to produce narratives that effectively convey persuasive messages. Second, the
ability to disseminate this information sufficiently to the public so that it can influence
national-level public decision-making. Third, the ability to embrace a large public. These
three abilities might be achieved by the TNI through the IOIW Force.

IOIW is essential for TNI to attain two key objectives: public legitimacy and social
stability. The public's recognition of TNI's legitimacy holds significant importance. First,
TNI fundamentally exists to serve the people. The history of TNI is deeply connected to
the people. TNI was born from the people and developed within the essence of the
people (Pawana et al., 2021). TNI has adopted the slogan “With the People, TNI is
Strong.” Second, TNI serves Indonesia, a democracy. In a democracy, the public’'s
approval matters significantly. If the people do not grant legitimacy for the TNI to take
action or execute an operation, then the TNI will be unable to carry it out. For instance, if
the community disallows TNI from conducting an operation to eliminate a separatist
armed group in a particular area of Indonesia, the TNI will encounter an unwarranted
obstacle by entering the field, even though they intend to safeguard the nation's
sovereignty.

Consider a scenario that highlights the significance of this influence operation for
Indonesia's interests. If a region in Indonesia seeks to declare independence,
intervention from other nations may occur. Other nations that oppose Indonesia will
perceive this as a chance to create divisions within the country. Consequently, the
adversary will initiate an influence campaign aimed at persuading the Indonesian
populace that the region seeking independence has been subjected to prolonged
oppression by the central government. The adversary will attempt to sway the
sentiments and perceptions of the Indonesian populace by asserting that the central
government is the oppressive entity due to its neglect of the region. The Indonesian
people may empathize with the separatists due to their feelings of compassion. The
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opposing nation can now effectively persuade, overtly through IOIW strategies, the
Indonesian public to support the separatist movement through its calculated influence
initiatives. This will complicate the TNI's efforts to gain public support for entering the
area and secure the rebels. In a situation where another nation or adversary seeks to
undermine the TNI's authority in safeguarding Indonesia's unity, the 10IW will be
crucial in supporting the TNI's efforts to uphold public legitimacy and align with the
institution.

TNI, utilizing its IOIW force, can uphold public legitimacy against the threat of
influence operations from other nations by engaging in IOIW of its own. Let’s revisit the
scenario mentioned earlier. The area seeking independence receives backing from
foreign nations to initiate an uprising. The nation backing the separation engages in
IOIW to alter the perceptions of the Indonesian populace. In addressing this, TNI's IOIW
force should be capable of executing precise information discovery and dissemination,
along with effective rumor control as proposed by Ronfeldt and Arquilla (Ronfeldt &
Arquilla, 2020).

The proposed TNI IOIW strategy, information discovery and dissemination, aims to
find facts in the field that show how the TNI's presence in the area has a big positive
effect and is for a good reason. For example, the TNI can show how separatist troops
destroy people's houses and bring a lot of suffering to the local population. Photos and
texts illustrate that separatists only want progress for their group, not the region they
want to exclude from Indonesia. In addition, if the enemy carries out an influence
operation to slander the TNI and raise negative rumors, then presenting field facts and
disseminating them will help the TNI to counter the rumors.

The preceding scenario demonstrates how critical it is for the TNI to have non-
political capabilities and influence operations via the presence of the IOIW force. In the
modern era, where information technology can be used to manipulate public
perceptions and then influence their legitimacy over a country's armed forces, the TNI is
now tasked with protecting Indonesia and its people both physically and non-physically.
The threat of I0IW forces the TNI to safeguard not just Indonesia's geographical
territory and the physical safety of its residents, but also the Noography, in other words,
hearts and minds of its people. Threats from other countries today include not just
actual troop attacks, bombs, missiles, tanks, and aircraft, but also information strikes
that might damage Indonesia's noosphere. TNI must be able to make Indonesia’s
noosphere secure so that its people can remain safe from foreign influence. If the hearts
and minds of Indonesians are clear from attacks, they can give TNI proper and suitable
legitimacy according to their interest and need, which aligns with TNI's mission to
protect national interests. This warning is more than just hyperbole; other countries
have already planned for and taken action against this new threat.

Examples of IOIW Force

Countries around the world have their own I0IW forces. The United Kingdom 77th
Brigade of the British Army is worthy of mention in this regard. The Brigade was
established in January 2005 (Army, 2025) and is based in Hermitage, near Newbury, in
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Berkshire MacAskill (2015) According to the official website of the British Army, the
Brigade is a hybrid unit that consists of regulars and reservists equipped with special
skills to combat any battles and wars in the information domain in support of the UK
defense and interest in foreign territories (MacAskill, 2015).

This Brigade is a UK innovative formation to combine information operations and
capacity building (Giegerich & Molling, 2018). Some refer to them as “Facebook
warriors,” since anyone who would like to join this brigade must be accompanied with
journalism skills, familiarity with social media (C. King & Miller, 2020), and sufficient
capability in psychological operations and counter-adversarial information activity Paul
Ottewell (2022) to engage in unconventional warfare in the information age (MacAskill,
2015).

The Brigade is not engaged with hard power-related activities or holding any
conventional weapons, but it wages ‘nonviolent warfare’ to the narrative’ on online
platforms, such as Facebook, Twitter, and YouTube (Anglim, 2015). They are soldiers
who have the task of editing videos, recording podcasts, and writing viral posts (Miller,
2018). This Soft Power Brigade has been seen conducting an operation during Covid-19
to help the UK interest in combating the pandemic (Verrall, 2022). An analyst also
revealed that the Brigade secretly gives advice to the Israeli military on psychological
warfare techniques (Mcevoy, 2024).

In North Korea, we may find Bureau 121 of the country’s military serving the role of
[IOIW forces. North Korea established the Bureau in September 1998. It is a unit
established to do research and development on cyberattack methods, software
engineering, cryptography, and networking, as well as prepare cyber operations from
abroad. In this unit, North Korea empowers well resourced, talented, highly trained, and
well-staffed cyber team (Nah, 2023). In essence, the main objective of the bureau
revolves around offensive and defensive cyber operations, including targeting critical
information infrastructure (Raska, 2020). For a psychological warfare, the country
established “Unit 204" in 1999 (Park, 2023).

In the case of China, the Chinese government has been alleged to have hired millions
of people to insert huge numbers of pseudonymous and other deceptive writings in
social media posts to support the government in political and policy debates (Han, 2015;
G. King et al,, 2016). Observers label these hired people as the “50 Cents Army.” Rumors
that these armies receive a payment of 50 renmimbi cents per post give rise to the name
(Lau, 2016) Furthermore, research has indicated that China has also conducted a
Noopolitik move through its state-controlled media for its South China Sea claim
(Maulaya & Wafi, 2023).

The US has the US Army Psychological Operations Command (PSYOP), which was
established in 1952, under the name Psychological Warfare Center, at Fort Bragg, North
Carolina Howard (2024) according to the official website of the US Army, soldiers of
PSYOP master excellent communication skills and unconventional tactics to help the U.S.
Army achieve its objectives by using intelligence, interpersonal skills, cultural
sensitivity, and foreign language proficiency. The aim is to influence the behavior and
minds of foreign individuals, groups, and governments. In PSYOP, the soldiers influence
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the target with information. Military Information Support Operations (MISO) missions
include activities such as exchanging specific information with the foreign public to
shape the emotions, motives, reasoning, and behavior of governments and citizens
(Army, 2025).

CONCLUSIONS, RECOMMENDATIONS, AND LIMITATIONS

The public anger and unacceptance of TNI’s budget allocation for internet buzzers
indicate how a strategy for countering IOIW remains foreign. The public tends to believe
that internet buzzers will have the sole objective of attacking them. This article aims to
explain that TNI requires an IOIW force not to attack them but rather to protect them.

Noosphere, the realm of heart and mind, is now a domain for battle among countries.
Countries around the globe have been familiar with I0IW to shape the Noosphere based
on their interest. The noosphere becomes vital as it determines how people behave and
act. Consequently, countries' militaries now consider not only geopolitics but also
Noopolitik. To adapt to the changing global environment, TNI must consider how it will
respond to the Noopolitik dynamics and I0OIW conducted by other countries. Indonesian
society can be influenced by other countries through IOIW in accordance with their
interests. What will be the outcome if Indonesian adversaries implement IOIW in order
to influence Indonesian society's perception of TNI in a hostile manner? How should the
TNI protect the nation from the Noopolitik attack launched by its adversaries? It is
rational then to allow TNI to think about how it can expand its power for IOIW. Other
countries, for example the UK, North Korea, the US, and China, have taken I0IW
seriously as they have prepared their military to counter and even execute IOIW.

This article is rather a modest explanation for why TNI needs to establish an I0IW
force. The ideologies, theories, and literature given in this article may act as an early
departure for either the public to allow TNI to think and do more about the
establishment of its [OIW force and TNI to devise strategy to gain public understanding
of its plan for IOIW.

Public comprehension is critical because it allows TNI to be more flexible in
conceptualizing their IOIW capability requirements. It is difficult for the TNI to carry out
steps deemed necessary for the IOIW force while facing public criticism and opposition.
A delayed progress in acquiring IOIW power will prevent the TNI from catching up to a
rapidly evolving security environment in which security forces from other countries
have achieved considerable improvements. Finally, if TNI lacks sufficient 10IW
capabilities, it will confront an issue of public legitimacy induced by foreign interference,
which may impede future operations for national interest.

Table 1. The logic for the importance of public understanding of Noopolitik and IOIW for TNI.

Public TNI’s IOIW TNI’s IOIW Secure TNI’s Ops &
Understanding Plan Flexibility Force Noosphere Public legitimacy

However, this article limits itself to the technicalities and moral use of IOIW force.
Therefore, research needs to delve deeper into the specific details of the
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institutionalization and administration of the IOIW force to effectively implement the
recommendation. Future research should focus on moral considerations that could
serve as the ethical guidelines for TNI's IOW force. This topic can also reduce public
skepticism about TNI's use of IOIW. Also, how the TNI's IOIW force can work with the
existing groups and institutions that deal with information or cyber-related issues is
another intriguing question that should be studied further in the future.
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