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As Russia launched an invasion in every domain of
warfare, including cyberspace, Ukraine employed an
Information Technology (IT) army equipped with
software called db1000n on March 2022. This article
seeks to explain how the use of db1000n helps Ukraine
against the 2022 Russian invasion. Using a case study
as the research method and Susan Martin’s military
utility concept as the analytical framework, this article
found that db1000n helps to support Ukraine’s cyber
warfare effort by being Distributed Denial of Service
(DDoS) attack software that possesses three types of
military utility, namely technical utility, tactical utility,
and strategic utility. Nevertheless, db1000n still has
some limitations that cannot secure an easy victory in
cyber warfare.

© 2022 Published by Indonesia Defense University

INTRODUCTION

On February 24, 2022, Russia launched an
invasion of Ukraine in every domain of
warfare including cyberspace. Russian
hackers had initiated attacks on many
Ukrainian websites since the start of the
invasion, making governments' web pages
and online banking services could not be
accessed by the public (Tidy, 2022).
Ukraine’s vice prime minister and minister
for digital transformation responded to
Russian attacks by creating an information
technology (IT) army that comprised cyber
security specialists on February 22, 2022
(Fedorov, 2022). This army's main task is to

conduct cyberspace military operations
against Russia’'s information infrastructure.
On March 19, 2022, the Ukrainian IT army
adopted a software named "death by 1000
needles" (db1000n) as a tool to support
Ukraine's cyber warfare effort (IT Army of
Ukraine, 2022c).

Db1000n is a recent case on military
technology. Military technology has been
an important part of warfare and winning it.
Although there were scholars who argue
that the morale of the troops is more
important, the contribution of military
technology to achieving victory in the battle
cannot be simply dismissed (Cohen, 2018).
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Many  military  technologies  have
transformed the domain of warfare as well,
for instance the invention of tanks for land
warfare, the development of submarines for
naval warfare, and the innovation of planes
for air warfare (Roland, 2016). Recent
development in the information and
communication sector opens up the
possibility to conduct cyber warfare.
Db1000n is also a recent case of cyber
warfare. There is no single definition to
describe cyber warfare. Choucri (2012)
defined cyber warfare as a range of
offensive and defensive military activities
in cyberspace to protect the states and its
interest. On the other hand, Green (2015)
stated that cyber warfare is an extension of
policy taken by state or state-sponsored
actors’ in cyberspace as a response to
foreign threats or to pose threats to another
state. This article will refer to the cyber
warfare definition by Lucas (2016) which
states that cyber warfare is an attack carried
out by state or non-state actors in
cyberspace  that causes  substantial
devastation to people and objects in the
physical domain. Because db1000n
software is a recent case on military
technology and cyber warfare, this article
proposes one research question, how does
the use of db1000n help Ukraine against the
Russian invasion? With this question, this
article seeks to explain the use of db1000n
by Ukraine in terms of military utility.
Several studies have been conducted on
military technology, cyber warfare, and
military utility in the last five years. Siroli
(2018) discussed the dual use of hardware
and software in the market for cyber
warfare at the tactical, operational, and
strategic levels. Meanwhile, Mori (2018)
explored the Obama and Trump
administration’s efforts to develop artificial
intelligence for defense and its implications
for United States allies. Next, Schneider
(2019) investigated  the  military
revolution’s dependency on computational
technology which resulted in a vital
vulnerability for states to engage in cyber
warfare. In contrast, Mori (2019) compared

China's military technologies innovation for
cyber warfare and the United States military
and industry countermeasures to deal with
it. Later, Thornton & Miron (2020)
examined the Russian military’s use of
artificial intelligence for autonomous
propaganda, espionage, and destruction
during cyber warfare. Last, Shandler,
Gross, & Canetti (2021) surveyed the public
perceptions in the United States, United
Kingdom, and Israel towards the use of
digital technology in cyber warfare.

This article will proceed as follows to
answer the research question. First, this
article presents the case study method and
military utility concept used to examine
db1000n in the 2022 Russian invasion.
Then, this article analyzes data about the
use of  Ukraine's  dbl000n by
operationalizing the military utility concept
from Susan (Martin, 2016). Finally, this
article concludes the findings and
discussions on db1000n’s military utility.

METHODS
The methods used in this article are
qualitative in the form of a case study. This
article fulfills three requirements to use a
case study by Robert, namely research
question in form of "how" or "why", the
research does not require control over
behavioral events, and the research focuses
on contemporary events (Yin, 2017). The
data collection techniques used in this
article are internet-based studies and
literature-based studies. With that data
collection techniques, this study used the
following data sources:
1. IT Army of Ukraine's Telegram channel
2. Db1000n GitHub repository
3. Office of the President of Ukraine
website
4. Books or book chapters
5. Journal articles
This article operationalizes the following
steps to analyze the collected data:
1. Setting an analytical framework from the
concept
2. Categorizing the collected data based on
the analytical framework
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3. Creating a description or visualization of
the collected data

4. Reflecting the coherency of the
description or visualization with the
analytical framework

5. Repeating step two, three, and four until
getting the answer for the research
question. Those five steps were adapted
from the data analysis technique for the
case study suggested by (Yin, 2017).

RESULT AND DISCUSSION

Military Utility

According to Chapman, Elbahtimy, &
Martin  (2018), military utility is an
important concept in the study of
international relations but is still rarely
discussed. One of the scholars who keenly
discusses the military utility concept is
Susan Martin. Martin has been examining
the military utility in various publications,
namely the utility of biological weapons for
deterrence (Martin, 2002); the utility of
chemical, biological, and nuclear weapons
in war (Martin, 2004); the constraint on the
utility of nuclear weapons in international
politics (Martin, 2013); and the military
utility of chemical agents in Vietnam War
(Martin, 2016).

Martin (2013) drew upon the structural
realism approach to conceptualize military
utility. Structural realism has three main
ideas as follows (1) the structure of the
international system is anarchy; (2) anarchy
leads states to the self-help logic; and (3)
self-help logic compels states to maximize
their security or power (Dunne & Schmidt,
2019). Those three main ideas differentiate
structural realism from the main ideas of
classical realism which are the egoistic
nature of humans determining international
politics and national interest defined in
terms of power (Dunne & Schmidt, 2019).
According to Dunne & Schmidt (2019),
both structural and classical realism still
shared the same assumptions regarding
statism, self-help, and survival

Martin (2016) argued that an anarchical
understanding of the international system
makes structural realism expect the military

utility to become an essential factor in the
state's decision in times of war. This is
because the military utility has material
characteristics (e.g. immense destructive
power, ability to overcome defenses, and
invulnerability to pre-emption) which
cannot be taken away from how states will
act in the international system (Martin,
2013). In addition, material consequences
of a state's actions in international affairs
have always become a structural realism
priority (Brilmayer, 1999; Martin, 2004).
Those logics serve as a foundation for
Martin (2016) to conceptualize three types
of military utility, which are technical
utility, tactical utility, and strategic utility.
The technical utility is defined by Martin
(2016) as to whether it works to have the
desired result on thse target. The term
‘works’ in the definition is in a narrow
sense, meaning the function or operation
certainty. Martin (2016) gave three
examples to illustrate the technical utility,
such as a soldier's rifle may fail to discharge
bullets, chemical agent spray may fail to
have an effect, or aerial bombs may fail to
detonate. It is relatively clear to asses
technical utility compared with tactical
utility and strategic utility for the reason
that only focuses on mechanical aspects
(Martin, 2016). Chapman et al. (2018)
argued technical utility concerns about the
general use of weapons. It is all about
whether weapons can kill, injure, or destroy
large numbers of troops or affect large areas
assuming there is no influence from the
target and environmental factors. The
technical utility can also be understood as
basic use, meaning ignoring the battlefield
condition in the use of the weapon
calculation (Chapman et al., 2018).
Moving forward to the second military
utility, the tactical utility has relation to the
context on the battlefield. Martin (2016)
stated that something has tactical utility
when it helps to achieve the user’s aims
within the theatre of wars. Tactical utility
concern whether it supports or not
accomplishes objectives in the campaign
(Martin, 2016). Hughes (1994) and Martin
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(2016) also argued that tactical utility can
become more difficult to exert because it is
time-dependent. In that case, the tactical
utility can be said to rest upon the actor's
interest in the operation and the phase of the
operation. Further elaboration on tactical
utility has been done by Chapman et al.
(2018). They defined tactical utility as the
performance of the weapon on the
battlefield. Chapman et al. (2018) gave five
examples to illustrate the tactical utility,
namely preventing the opponent to capture
land, reaching an invulnerable target,
undermining the morale of opponent troops,
imposing logistical challenges for enemy in
the battlefield, and maintaining battle
objective in the course of operation.

The strategic utility is the last military
utility identified by Martin (2016) which
refers to whether it maintains the actor's
broader goals. While tactical utility
concentrates on the scope of the battlefield,
the scope of strategic utility comprises
political goals in international affairs
(Martin, 2016), for instance:

1. sovereignty preservation of a nation;

2. military threats containment; and

3. prevention of further escalation against
others.

In practice, decision-makers also take into

consideration certain strategic utilities that

will help further foreign policy in the long

term. It is because the discussion of

strategic utility has an association with the

potential undesired costs (Martin, 2016).

While the technical utility is about the
weapon and tactical utility is about the
battlefield, strategic utility is about the
state. Chapman et al. (2018) interpreted
strategic utility as how the use of weapons
is in line with objectives, principles, or
plans from the national strategy. Besides
that, Chapman et al. (2018) also include the
rhetoric and actions of individual states as
one of the frameworks to examine the
strategic utility.

Chapman et al. (2018) who used
Martin’s military utility concept to analyze
chemical weapons in the Syrian Civil War
suggested that the concept is helpful to

provide descriptions of what states have
more to gain from acquiring or using
weapons. This makes the use of the military
utility concept as an analytical framework
applicable to the research question of this
article. Besides that, the qualitative
conceptualization of the military utility is
also relevant to the method used in this
article. Chapman et al. (2018) demonstrated
it by operationalizing literature-based
studies as the main data collection
technique and using  contemporary
scholarships as the primary data sources in
their article.

Technical Utility of Db1000n

Db1000n is a software to launch a
Distributed Denial of Service (DDoS)
attack against Russia’s  information
infrastructure. DDoS is defined by
Keromytis (2017) as an attack where a huge
number of computers are simultaneously
seeking access to an online service. It is one
of the most common types of attack that can
make the target run out of operation and
exhaust the intermediate networking path
around the target (Gupta & Dahiya, 2021).
Many DDoS attack software is already
available in the market, such as Mstream,
Trinoo, and HOIC (Gupta & Dahiya, 2021).
But, db1000n is a DDoS attack software
created for Ukraine’s cyber warfare effort
specifically.

The creation of db1000n was first
initiated by a Ukrainian cyber security
specialist named Ivashko (2022c) on
February 26, 2022. Since then, a total of 50
contributors have been helping in the
development of db1000n up to now
(lvashko, 2022f). Db1000n is developed
and maintained by the contributors in the
GitHub (2022) repository, one of the
leading online platforms that facilitate
software  project collaboration and
management. The software itself has been
through several iterations since its creation.
Version 0.8.0 was the first to be adopted
officially by the Ukrainian IT army, while
the newest as of August 9, 2022, is version
0.9.17 (Ivashko, 2022g).
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Ivashko (2022d) and contributors used
“Go” as the programming language to
develop db1000n. Go language was first
created at Google by Robert Griesemer,
Rob Pike, and Ken Thompson in March
2012 (McGrath, 2020). According to
Bodner (2021), the Go language is intended
for creating software that will last for a long
time and can be modified by huge numbers
of computer programmers over many years.
With that intention, programming in the Go
language lean to be more straightforward
and sometimes quite repetitive compared to
most programming languages nowadays
(Bodner, 2021). But in return, the Go
language is fast and simple to write
(McGrath, 2020).

Db1000n can be installed and run by
anyone who wants to providse their
computer as a DDoS attack launch point.
The software is supported in several
operating systems such as Windows, Linux,
and Macintosh (IT Army of Ukraine,
2022b). Based on the instruction manual,
someone who wants to join the attack on
Russia’s information infrastructure needs to
do two things, namely download the latest
version of db1000n from GitHub and start
the software (IT Army of Ukraine, 2022b).
The Ukrainian IT army also gave an
optional instruction which is to use virtual
private networks (VPN) before launching
the software. VPN allows a more secure and
reliable connection over the internet
(Ashraf, 2018).

The following paragraph will describe
the way db1000n works. The software
regularly fetches files that contain a list of
Russia’s information infrastructure targets
from the Ukrainian IT army’s server to the
local computer (lvashko, 2022a). The files
arrange what target should be attacked in
parallel with other computers that also have
db1000n installed on them (lvashko,
2022a). Db1000n will keep launching
DDosS attacks on the arranged target as long
as the software and the internet connection
run (IT Army of Ukraine, 2022b). In short,
db1000n works by managing target change
automatically from the Ukrainian IT army’s

computer to many computers during DDoS
attacks against Russia.

The first use of dbl000n by the
Ukrainian IT army was when attacking four
Russian government websites on March 24,
2022. These four websites are the portal of
foreign economic information, the ministry
of foreign affairs, the ministry of economic
development, and the ministry of education
and science (IT Army of Ukraine, 2022a).
The Ukrainian IT army claimed that the
attack was successful to make the websites
run out of operation (IT Army of Ukraine,
2022¢e). As of April 23, 2022, only the
ministry of economic development website
and the ministry of education and science
website had come back into operation
(Ministry of Economic Development of
Russia, 2022; Ministry of Education and
Science of Russia, 2022).

Db1000n was also used by the Ukrainian
IT army to attack Russian company
websites, for example, an attack was
launched against an express delivery
service company in Russia named CDEK to
disrupt and wipe out its courier system on
March 25, 2022 (IT Army of Ukraine,
2022f). The Ukrainian IT army claimed
they managed to achieve the goal within
seven hours (IT Army of Ukraine, 20229).
Russian media started to pay attention to
Ukraine’s db1000n after this attack. One of
them was the Russian state-owned news
agency Novosti (2022) which claimed that
the attack caused national-scale failures in
CDEK operations for several hours.

As of August 9, 2022, the use of
db1000n has been taken down as many as
186 Russian websites (IT Army of Ukraine,
2022j). Most of the websites are Russian
government websites and Russian bank
websites, for example:

1. Ministry of State Security;

2. Ministry of Revenue and Duties;

3. Donetsk People’s Republic
Government;

4. Ministry of Culture;

5. Ministry of Construction, Housing, and
Public Facility;

6. Gazenergo Bank;
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Kuznetsk Business Bank;

Khakass Municipal Bank;

Moscow Industrial Bank; and

0. Child Bank (IT Army of Ukraine,
2022j).

Db1000n is not an entirely perfect
software for cyber warfare, despite its
success in  attacking the Russian
government or company websites. A total
of 249 issues have been reported since
(Ivashko, 2022h) created the software. The
most prominent issue is that dbl0000n
sometimes failed to fetch target list files
from the Ukrainian IT army's server which
caused the computer unable to configure the
attack properly (Bondarenko, 2022,
Pashagolub, 2022; Chmil, 2022). So far,
189 issues have been solved by db1000n
contributors by frequently releasing a new
version of the software (Ivashko, 2022e).
The remaining 37 issues are still being
discussed by the contributors on GitHub up
to now (lvashko, 2022i).

B2 oo

Tactical Utility of Db1000n

Cyber warfare has different characteristics
compared to warfare on land, sea, or air.
Cyberspace does not have a definable
expanse because it exists in multiple
locations of many computer systems and
networks (Sloan, 2017). But, this does not
mean cyberspace as a new domain of
warfare has different nature than warfare in
other domains because it is still the
application of force against the enemy
(Sambaluk & Spafford, 2020). This also
implies that cyber warfare tactics have the
same basic principles as other domains
which is the use of forces to win
engagements (Echevarria, 2017). The
following section will present a further
description of the identified tactical utility
of db1000n.

The first tactical utility of db1000n it
allows an easier way to amass many
computers during the attack against the
Russian government or company websites.
It could be said that DDoS attacks are one
of the easiest attacks to launch in
cyberspace because these attacks do not

need someone to have great cyber security
knowledge to inflict damage (Sambaluk &
Spafford, 2020). However, one major
drawback of DDoS attacks is acquiring a
large number of computers as hosts to
launch it in the first place (Keromytis,
2017). DDoS attacks according to Gupta &
Dahiya (2021) rely heavily on the
dispersion of multiple distributed launch
points against the target. In other words, the
more computers launch DDoS attacks, the
more damages are inflicted.

In this matter, db1000n supports
Ukraine's cyber warfare effort against
Russia by being available to be downloaded
openly on the web. All versions of db1000n
have been downloaded from GitHub more
than 345 thousand times since its creation
on the last of February 2022 (Shehryar,
2022). The latest version of the software
itself, which was released in the first week
of August 2022, has been downloaded
around two hundred times now (Shehryar,
2022). Meanwhile, the most downloaded
version of db1000n is version 0.7.12 with a
total number of downloads as many as 35
thousand times (Shehryar, 2022). This
version was the predecessor of version
0.8.0, the first version that was officially
adopted by the Ukrainian IT army (lvashko,
2022b). Further details on the last 18
versions of db1000n can be seen in Table 1.

Table 1. Total Downloads of Db1000n
Version 0.9.0 until Version 0.9.17
as of August 9, 2022

Version Downloads Version Downloads

0.9.0 3136 0.9.9 6833
0.9.1 604 0.9.10 8284
0.9.2 1521 0.9.11 6678
0.9.3 15891 0.9.12 406
0.9.4 6643 0.9.13 10055
0.95 19828 0.9.14 8
0.9.6 5228 0.9.15 1539
0.9.7 0 09.16 176
0.9.8 14800 0.9.17 2264

Source: Shehryar (2022)

The Ukrainian IT army also has

acknowledged that the more db1000n
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downloaded, the more optimal db1000n’s
tactical utility for cyber warfare against
Russia. Some efforts have been done by the
Ukrainian IT army to encourage internet
users to download the db1000n and keep up
to date with the new version of the software.
One of the efforts is using their official
Telegram channel to remind it online
frequently when announcing the result of
the DDoS attacks against Russia. For
instance, the Ukrainian IT army did it when
announcing the result of the attack against
the Russian CDEK express delivery service
website on March 26, 2022 (IT Army of
Ukraine, 2022g).

The second and the last tactical utility of
db1000n is helped to counter a new
Russia’s tactics to ward off Ukraine’s
DDosS attacks against them. The Ukrainian
IT army claimed that the Russian websites
started to employ two DDoS attack defense
mechanisms on March 23, 2022, called
Internet Protocol (IP) address change and IP
address block (IT Army of Ukraine, 2022d,;
IT Army of Ukraine, 2022h). An IP address
is a unique identification number that is
assigned and configured to each device
either manually or automatically to be able
to communicate on the internet (Rooney &
Dooley, 2021). It serves as the beginning
and endpoint of message delivery in two
ways communication between many
computers on the internet.

The IP address change tactic makes
Russian government or company websites
become hidden among many computers' IP
addresses that are not Ukraine's DDoS
attacks targets (IT Army of Ukraine,
2022d). Whereas the IP address block tactic
makes Ukraine's DDoS attacks against
Russia’s information infrastructure would
fail even before these attacks are launched
because the target self-isolates from the
internet for several moments (Gupta &
Dahiya, 2021; IT Army of Ukraine, 2022h).
The Ukrainian IT army claimed that the
implementation of the IP address change
tactic and IP address block tactic caused the
success rate of DDoS attacks without using
db1000n to only 40% as of April 1, 2022

(IT Army of Ukraine, 2022i).

Most of the Russian websites that used
both tactics are Russian banks, for instance
Cetelem Bank, NK Bank, Kremlin Bank,
Tender Bank, and Alternative Bank (IT
Army of Ukraine, 2022j). Meanwhile, the
Russian government website has been using
both tactics for the invasion only by the
Ministry of Information (IT Army of
Ukraine, 2022j). IT Army of Ukraine
(2022j) claimed the IP address change tactic
and the IP address block tactic make those
five Russian bank websites and the ministry
of information website still can be accessed
as of August 9, 2022.

In that respect, db1000n helps Ukraine's
cyber warfare effort against Russia by target
switching automatization. As mentioned in
the technical utility section, db1000n has a
fetch files mechanism to manage DDoS
attack targets from the Ukrainian IT army's
server to the local computer. The
mechanism allows the Ukrainian IT army to
change the target of the DDoS attack
instantly for every computer that has
db1000n installed and turned on when
encountering the IP address change tactic or
IP address block tactic by Russia. This is
also in line with the target adjustment as an
important key to maintaining tactical
advantages in cyberspace for the long term.
According to Libicki (2021), target
adjustment ensures the concentration of
force against those that respond slowly
regardless of how attacks in cyberspace are
employed.

Nevertheless, a DDoS attack using
designated computer software like db1000n
is not the ultimate tactic in cyber warfare.
There are still many types of software that
can be operationalized to win military
engagement in cyberspace. One of them is
called malicious software (malware). This
software works primarily by seeking to
duplicate themselves from one computer to
many computers and then cause some
substantial form of damage such as
corrupting data and disabling networks
(Cares, 2017). According to Cares (2017),
malware can be divided into seven main
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categories, which are computer viruses,
worms, trojan horses, spyware, adware,
ransomware, and scareware.

Despite that, the tactical utility of DDoS
attack software like dbl1000n is still
sufficient compared to malware in the
Russian invasion of Ukraine case. Db1000n
already overcome the problem of acquiring
a large number to launch DDoS attacks
based on the download statistics. The
automated fetch files mechanism of
db1000n also proved relevant to counter the
IP address change tactic and IP address
block tactic used by the Russian websites.

Strategic Utility of db1000n

Ukraine officially put into force the
Strategy of National Security on February
16, 2022. Just around a week before the
2022 Russian Invasion of Ukraine
happened. This strategy which is planned to
implement by 2025 serves as the foundation
for determining the real and potential
threats to Ukraine's security,) directions and
objectives of Ukraine's security, and
planning and implementing Ukraine's
security policy (Office of the President of
Ukraine, 2022). In general, the Strategy of
National Security itself consists of four
sections, namely 1) general provisions; 2)
security environment and threats to national
security; 3) goals, directions, and objectives
of national policy on security issue; and 4)
organizational and financial support for the
strategy implementation (Office of the
President of Ukraine, 2022).

The goal of Ukraine’s security based on
the strategy is the prevention, detection, and
elimination of internal and external threats
to national security and the conditions that
facilitate the occurrence of those threats
(Office of the President of Ukraine, 2022).
The strategy stated clearly that the main
threat to Ukraine’s security for the next few
years is Russia because of their systematic
use of political, economic, informational,
psychological, and cyberspace means in the
ongoing conflict (Office of the President of
Ukraine, 2022). Furthermore, the strategy
also stated that something is a threat to

Ukraine’s security when it is made difficult
for Ukraine to protect the national
sovereignty, territorial integrity and
democratic constitutional order, and other
vital national interests (Office of the
President of Ukraine, 2022).

The goal stated in Ukraine's Strategy of
National Security reflects the survival
assumption of the structural realism
approach. Pashakhanlou (2016) affirmed
structural realism and explicitly said that
survival is important for the state since it is
the prerequisite for the accomplishment of
all other goals in international politics. It
bases on the main argument by well-known
structural realism thinker Kenneth that
states seek to ensure their survival in the
anarchical structure of the international
system (Waltz, 1979). Additionally, Russia
as the main threat to Ukraine's security for
the next few years further illustrates how
structural realism sees the relations among
sovereign states. According to Baylis
(2020), structural realism described the
durability of anarchical structure in the
international system implying that interstate
relations in the future are more likely to be
violent.

The Strategy of National Security also
gave general orientations as the foundation
on how Ukraine should deal with the
threats. The general orientations consist of
twenty-one points that cover
counterintelligence to international
cooperation (Office of the President of
Ukraine, 2022). Three of them gave
concerns on military technology and cyber
warfare, which are 1) development of
national security capabilities system about
timely  prevention,  detection, and
countermeassurment of Ukraine's external
and internal threats; 2) completion of
establishment, development, and
reinforcement of the cyber security system
capabilities to effectively combat cyber
threats in the modern security environment;
and 3) increasing the technological
capabilities of the national security with the
adoption of the latest systems of hardware
and tools (Office of the President of
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Ukraine, 2022). Refers to Ukraine's security
goal and three general orientations that have
been mentioned above, the usage of
db1000n against Russia is in line with the
Strategy of National Security. It can be
argued that overall dbl000n has
strategically relevant utility as a tool to
countermeasure and combat Russian threats
in cyberspace by boosting Ukraine's
technological capability in cyberspace for
current circumstances. This strategic utility
not only came out of necessity due to the
2022 Russia Invasion of Ukraine happened
but also because the db1000n itself has been
proven to possess the technical utility and
the tactical utility based on the findings and
discussion in the two previous sub-sections
of this article. In short, the way db1000n
works and supports cyber warfare
objectives against Russia is well relatable to
Ukraine's seeks for survival in the
international system. The following section
will present further elaboration on this
matter.

DDoS software like db1000n is a recent
expansion on what tools can be strategically
wielded when dealing with other states.
According to Kello (2017), this creates two
implications that states must consider for
their foreign affairs, first, there will be
problems with the technology’s sheer speed
of action that can make states not fully
comprehend and manage them and, second,
there will be revolutionary empowerment
that can help states to achieve their goals
and preserve their national interests in the
anarchical structure of the international
system. Additionally, Kello (2017) also
argued both of the implications will create
shock in international order by making the
conflict in cyberspace not easy to model,
regulate, and terminate among sovereign
states. This further complicates the
conflictual and uncertain tendency of
international politics for states that have
been interconnected in cyberspace.

DDoS attacks using software like
db1000n make a strategic advantage in
current international politics. Buchanan
(2020) argued many states have relied on

cyber warfare in recent years as a playbook
of statecraft to gain advantages over other
states by conducting attacks, espionage, or
destabilization in  cyberspace. Cyber
warfare has an accumulation of strategic
effects for states because it is one form of
covert action with high force, precision
targeting, and  unexpected  timing
(Buchanan, 2020). Moreover, the rapid
progression of technology also opens up a
clear possibility to inflict more damage on
targets that cannot be anticipated flawlessly
by states over time. According to Buchanan
(2020), this pattern has strategic
implications for many states because they
will embrace it to attack one another as the
key part of the struggle for power in
cyberspace.

Even though there is a utility to ensuring
states' survival in a broad sense, the
strategic  expectations  realization  of
software like db1000n is still challenging
for now. Maschmeyer (2021) found there is
a trilemma that limits the strategic utility of
many tools for cyber warfare, namely slow
operational speed to start to produce
meaningful effects, constraint on scope and
scale of the effects, and efforts to maintain
control over a targeted system. Each part of
the trilemma is negatively correlated, which
means the state’s gains in one part of the
trilemma tend to produce losses across the
other two parts (Maschmeyer, 2021). This
is why Maschmeyer (2021) concluded that
the existence of those trilemma makes
strategic  expectations of attacks in
cyberspace can fall short and only deliver
limited utility for the state. Based on
Maschmeyer’s trilemma, it could be
hypothesized that the use of db1000n faces
two problems, namely constraint on the
scope and scale of the effects and efforts to
maintain control over a targeted system.
One piece of evidence that leads to this
hypothesis is adopt a new software called
“mhDdos" (IT Army of Ukraine, 2022k).
This software was created by a cyber
security specialist named Oleksandr on
June 24, 2022 (Black, 2022).
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CONCLUSIONS,
RECOMMENDATION, AND
LIMITATION

Therefore, how does the use of db1000n
help Ukraine against the Russian invasion?
This article concludes with the following
answer based on the results and discussion
in the previous section. The use of db1000n
helps Ukraine to gain advantages against
the Russian invasion by being technical,
tactical, and strategic DDoS attack
software. Technical means straightforward
cyber warfare software, tactical stands for
effectively countering the Russian defense
mechanism in cyberspace, and strategic
implies ensuring Ukraine's survival in the
current conflictual condition. Despite that,
db1000n is not the pinnacle of cyber
warfare software because it still needs to be
maintained properly and does not guarantee
easy success.

This article proposes three
recommendations based on limitations to
fully contribute to the discussion of military
technology and cyber warfare. First, further
evidence for the military utility of db1000n
IS needed because the 2022 Russian
invasion of Ukraine is still ongoing.
Second, a comparative case study is
necessary to verify the military utility of
db1000n among other DDoS attack
software. Last, further research is required
to investigate Maschmeyer's trilemma in the
strategic utility of db1000n.
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